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Editor’s Note

In recent years such key words as hybrid threats, information warfare,
propaganda, fake news and many others constitute substantial part of
discussions related to a new generation of warfare. A collection of different
tools which are applied by government sponsored and supported groups
in order to influence minds and behaviour of individuals is expanding in
those countries which relay on deception, delusion and disinformation.
There are less and less people in the western world who would be surprised
about such practices. Interference in the election process in the United
States of America and France, manipulation with information, bribing
journalists and politicians — what in the end serves the purpose of Russia’s
foreign and security policy ambitions. Edward Lucas wrote that “Americans
are worried about Russias trademark cocktail of money, propaganda,
spookery and violence”!

We cannot complain about impressive growth of studies which are
revealing the most sophisticated (and sometimes not sophisticated at all)
manipulative instruments of Russia’s propaganda. At the same time there
is no wide range of scholarly attempts to analyse the policies and policy
tools that the Western countries are applying to minimize potential impact
of Russian policies on the core values of democratic societies. Therefore,
the journal “Latvijas intereses Eiropas Savieniba” (Latvian Interests in the
European Union) attempts to bridge the gap and to reveal a few aspects of
the Western response to propaganda.

The editorial board of the journal invited scholars from different countries
to present their cases on how respective governments and societies are
dealing with the new reality. Sarma Gintere in her article compares three
actors that have been direct targets of Russia’s hybrid threats - Georgia,
Ukraine and the Baltic states. She follows five widely used criteria in the

! The Sunday Times, 24 September, 2017.
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identification of the presence of hybrid threats and arrives at the conclusions
that so far only the Baltic States have not faced paramilitary actions but other
elements of hybrid threats are present. Bojana Zori¢ introduces Monte-
negrian experience in dealing with Russia’s propaganda which substantially
increased before integrative attempts to join NATO were intensified. She
argues that despite massive campaigns from outsided society demonstrated
what resilience is about and support to the alliance remains strong. Katrine
Pedersen introduces the Danish case. Denmark was not considering itself as
the main target of Russia’s propaganda. However, after the introduction of
EU’s limited sanctions against Russia, flows of mastered fake news increased
in the country. Pedersen argues that there are no grounds for the spread
of mastered fake news. At the same time several decisions taken by the
government prove its commitment to protect values that Danish society is
respecting. Sigita Struberga presents the Latvian case. Latvia is considered
as one of the most exposed countries to Russias propaganda. Looking at
those measures that the government and the society at large has undertaken
in recent years, there is no surprise that Latvian society is demonstrating
a high level of resilience. Starting from 2013-2014 different institutions,
such as NATO Strategic Communication Centre of excellence, the EU East
StratCom Task Force, European Centre of Excellence for Countering Hybrid
Threats, were established in order to reveal the essence of Russia’s hybrid
threats and to inform societies about their effects. Numerous think tanks are
also contributing to the debate. Therefore, the question often asked is what
those institutions have achieved and whether their performance is efficient
in countering flows of propaganda. Heinrihs Rozéns studies the so called
Lizas case and looks at reactions of respective institutions. He concludes
that even there are no direct synchronization or collaborative efforts, the
conclusions at what those institutions arrived are similar and concrete
measures within their competences were introduced. Similar question
related to the need of systemic approach to countering hybrid threats are
discussed in two interviews — Kurt Engelen who is the Vice-President of
the Euro-Atlantic Association of Belgium is more critical, while Janis Sarts,
Director of NATO Strategic Communication Centre of excellence is more
optimistic, claiming that coordination of newly established institutions is on
the rise. However, individual needs and specific circumstances of countries
should not be forgotten.
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As always, we include in the journal information related to the most
current events. In October Latvian politicians, experts, professionals and
journalists participated in a discussion devoted to the Future of Europe.
After the publication of the White Paper on the Future of Europe by the
European Commission in March 2017 member states launched discussions
on the proposed five scenarios. The discussion in Birini hopefully will serve
as background information for finalizing Latvias position on the future
of Europe.

Zaneta Ozolina, Editor in Chief
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THE EUROPEAN RESPONSE TO HYBRID
THREATS

Russia’s Hybrid Warfare in Georgia,
Ukraine and the Baltic States

Sarma Gintere,
MA International Relations, New York University

The article analyzes five aspects of Russia’s hybrid warfare in three case
studies. The five aspects used to analyze Russias hybrid warfare are:
(1) political influence, (2) community and ethnicity, (3) intelligence,
(4) provocations, (5) paramilitary action; meanwhile the use of propa-
ganda accompanies all five. Analysis of the five aspects is done within the
case studies of the Five Day War in Georgia, the conflict in Ukraine post-
2014, and currently within the Baltic States. The article finds that Russia
used hybrid warfare in all three cases and developed it over time by using all
five aspects in its aggression towards Georgia and Ukraine, while four,
with the exception of paramilitary actions, have been used against the
Baltic States.

Keywords: Baltic States, Georgia, hybrid warfare, NATO, Russia, Ukraine.

Raksta analizétas piecu Krievijas hibridkara elementu izpausmes tris
gadijumu izpété - Gruzijas kara 2008. gada, Ukraina no 2014. gada un
paslaik Baltija. Apskatiti $§adi hibridkara elementi: 1) politiska ietekme,
2) etniska piederiba un kopienas, 3) izliko$ana, 4) provokacijas, 5) para-
militaras darbibas, savukart propaganda papildina visus piecus elementus.
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Autors secina, ka Krievija vérsusi hibridkaru pret visam analizé ieklautajam
valstim. Visi pieci hibridkara elementi izmantoti pret Gruziju un
Ukrainu, savukart pret Baltijas valstim izmantoti Cetri, iznemot para-
militaras darbibas.

Atslegvardi: Baltijas valstis, Gruzija, hibridkars, Krievija, NATO, Ukraina.

Introduction

Following Russia’s annexation of Crimea in 2014, analysis of Russia’s
tactics and strategies has been brought to the forefront of Western politics
and academia. However, this time with a modern narrative in which tradi-
tional confrontation takes a back seat in favor of a more covert approach.
This article introduces conclusions about Russias use of hybrid warfare
derived from a Master’s thesis written at the New York University in 2017.
In my research, I analyzed Russia’s use of hybrid warfare in Georgia (2008),
Ukraine (from 2014) and the Baltic States (currently). I analyzed hybrid
warfare using five aspects: (1) political influence, (2) community and
ethnicity, (3) intelligence, (4) provocations, (5) paramilitary action. Mean-
while the use of strategic and highly developed propaganda is an aspect
that accompanies all five. In this first part of the article I introduce the
concept of hybrid warfare and the five aspects. The following three sections
will analyze the use of hybrid warfare in the three case studies, followed by
a conclusion based on these three comparisons.

Defining the hybrid warfare

The use of the term ‘hybrid warfare’ is controversial, especially among
academics. Over the past decade or so the term has been used to refer to
various forms of warfare, many of which share very little with Russia’s
actions. However, the term became widely used once NATO adopted it to
refer to Russia’s actions in Ukraine post-2014. Despite criticism the term has
stuck on and despite various attempts to present an alternative' the wide use
of ‘hybrid warfare’ continues in society, the military and academia. I define
hybrid warfare as:

' For example: Jonsson, O., Seely, R. (2015). Russian Full-Spectrum Conflict: An Appraisal
After Ukraine. The Journal of Slavic Military Studies, Vol. 28, No. 1 (March 2015).
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“A strategic form of warfare that aims to limit hard military power
while using information and psychological warfare, along with political,
technological, social and economic means, to gain an advantage over the target
state and exploit any weakness. The use of force is employed through covert and
paramilitary means while the support of espionage and propaganda allow the
adversary to spin the conflict in a favorable narrative.”?

The case studies of Georgia, Ukraine and the Baltic States were chosen
because they illustrate how Russia has used and developed hybrid warfare
over a period of time, and how it is used outside and within NATO territory.

The five aspects of my analysis provide evidence of whether hybrid
warfare has been used and to what extent. First, political influence analyzes
Russia’s role in infiltrating and/or influencing politics and political leaders
in the target state. Second, community and ethnicity focuses on Russia’s
use of minorities or Russian speakers in a target state to exploit and create
division, often exaggerating the actual situation to present its aggression in
a favorable light. Third, analysis of Russia’s use of intelligence illustrates
the covert way it aims to weaken the target state using espionage. Fourth,
provocations are used by Russia to intimidate and provoke an action from
the target state that Russia is then able to use as a pretext to enhance its
aggression. Finally, paramilitary actions are used to confront the target state
via force, all the while allowing Russia to deny military involvement.

Undeniably, all the aspects are closely interconnected. Likewise, analysis
cannot always present the full picture, especially in relation to the aspects
of intelligence and political influence because a large part of the evidence is
known only to intelligence institutions. Hence it is important to emphasize
that research of these aspects presents only the ‘tip of the iceberg’ of the true
extent of Russia’s hybrid warfare. This, however, does not diminish the ability
to conclude if these aspects are present in Russia’s actions; it simply means
that indications of the aspects reflect the minimum of their true extent.

2 Authors definition using the concepts established by: Galeotti, M. Hybrid War or Gibridnaya
Voina?: Getting Russia’s Non-Linear Military Challenge Right. Mayak Intelligence, 2016. & Bérzins,
J. (2016). The New Generation of Russian Warfare. The Potomac Foundation. Retrieved (11.10.2016.)
from: http://www.thepotomacfoundation.org/the-new-generation-of-russian-warfare/
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Georgia 2008 - Five Day War

In 2008, following Georgia’s decision to send troops into the regions
of South Ossetia and Abkhazia, Russia launched a military intervention in
Georgia. While the regions of South Ossetia and Abkhazia are officially a
part of Georgia, in the 1990s their unrecognized governments declared
independence making them separatist regions. Following early clashes a
ceasefire was signed in 1994 with Russia deploying ‘peacekeepers’ to the
regions. In 2008, separatist forces began to shell over the regional border into
the rest of Georgia’s territory provoking Georgian president Saakashvili to
send troops into the regions. Russia responded by also sending in troops and
further invading Georgian territory by advancing towards the city of Gori.
After Russia halted the conflict which lasted five days, it recognized both
regions as independent.

Analysis of Russias use of political influence shows that before the
military conflict began it tried to use Georgian politicians, especially those of
the opposition, to influence Georgian politics and infiltrate the government.’
Furthermore, Russia helped create, fund and use non-governmental
organizations (NGO’) to further the Kremlin’s influence in the country.*
Despite Georgia not having a notable ethnic Russian minority, Russia used
the aspect of community and ethnicity to exploit the linguistic and ethnic
ties present among residents of South Ossetia and Abkhazia. Already in 2001
Russia imposed visa requirements on the rest of Georgia, except in regions of
South Ossetia and Abkhazia in what the EU deemed a “de facto annexation
of these indisputably Georgian territories.”” In the years leading up to the
conflict Russia enhanced its use of passportization — a tactic employed by
the Kremlin which involves granting Russian passports to masses of people
(in this case residents of the two regions) irrespective of their ethnic ties and

* Lefebvre, S., McDermott, R.N. (2009). Intelligence Aspects of the 2008 Conflict Between
Russia and Georgia. The Journal of Slavic Military Studies, Vol. 22, No. 1, p. 8.

* Cecire, M. (2015). The Kremlin Pulls on Georgia. Foreign Policy. Retrieved (09.03.2015.)
from: http://foreignpolicy.com/2015/03/09/the-kremlin-pulls-on-georgia/. & Kartte, F. (2015).
Russia Beams Message into Georgia: ‘You Belong to Us. Politico. Retrieved (05.04.2016.) from:
http://www.politico.eu/article/russia-message-to-georgia-you-belong-to-us-eu-allure-waning-
tbilisi/

* European Parliament. (2001). Visa requirements between Russia and Georgia. http:/[www.
europarl.europa.eu/intcoop/euro/pcc/aag/pcc_meeting/resolutions/2001_01_18.pdf
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judicial status.® This tactic allows Russia to claim it is intervening to protect
Russian citizens.

Intelligence was also used by Russia towards Georgia. Shortly before
the conflict Georgia uncovered a group of individuals conducting espionage
on behalf of the Kremlin with the aim of gaining information on Georgia,
including its relations with NATO.” Additionally, a few weeks before the Five
Day War broke out Russia’s cyber intelligence units infiltrated Georgia’s mili-
tary and government networks.® During the war Russia’s Main Intelligence
Directorate (GRU) worked in Tskhinvali, the capital of South Ossetia, as
the army moved past the regional border. Meanwhile Russia used its cyber
capabilities to illustrate its power while refraining from attacking the Baku-
Ceyhan oil pipe’s infrastructure, possibly holding the target in reserve to
pressure Georgia to accept defeat.’

The use of provocations is particularly notable in the war due to Russia’s
success in provoking Saakashvili. The shelling of Georgian territory from the
separatist regions was a Russian provocation and conducted by forces that
were “egged on and armed by Moscow.” ' By responding to the provocations
Georgia gave Russia pretext to begin its intervention while having the ability
to claim it was doing so to protect its citizens within the regions. Meanwhile
paramilitary actions remain closely intertwined with the provocations.
Russia not only armed and supported separatists in the regions before the war
broke out, it also moved paramilitary forces into South Ossetia in preparation
for the conflict."! However, once Georgia responded to the provocations

¢ Roudik, P. Russian Federation: Legal Aspects of War in Georgia. Library of Congress.
Retrieved (19.04.2017.) from: https://www.loc.gov/law/help/russian-georgia-war.php

7 Lefebvre, S., McDermott, R.N. (2009). Intelligence Aspects of the 2008 Conflict Between
Russia and Georgia. The Journal of Slavic Military Studies, Vol. 22, No. 1, p. 8.

8 Hollis, D. (2011). Cyberwar Case Study: Georgia 2008. Small War Journal, January
2011. Retrieved (10.10.2017.) from: http://smallwarsjournal.com/jrnl/art/cyberwar-case-study-
georgia-2008

° Haddick, R. (28.01.2011.). This Week at War: Lessons from Cyberwar 1. Foreign Policy.
Retrieved (28.01.2011.) from: http://foreignpolicy.com/2011/01/28/this-week-at-war-lessons-from-
cyberwar-i/

1 Galeotti, M. (2017). 2008: The Georgian Turning Point. In: The Modern Russian Army 1992-
2016. New York: Osprey Publishing, 2017, p. 22.

" Ibid., p. 25 & Traynor, 1. (2009). Georgian President Mikheil Saakashvili Blamed for
Starting Russian War. The Guardian. Retrieved (30.09.2009.) from: https://www.theguardian.com/
world/2009/sep/30/georgia-attacks-unjustifiable-eu
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Russia moved on to using traditional force and deployed its military troops.
Using paramilitary forces for just the beginning and moving on to traditional
military force marks the biggest difference between Russia’s approach in
Georgia and what it went on to do in Ukraine six years later.

Ukraine 2014

Ukraine’s president, Viktor Yanukovych’s, decision to halt an agreement
on closer ties with the EU in favor of boosting relations with Russia sparked
protests in Kiev. Attempts to quash them by Yanukovych’s government seemed
to only add fuel and clashes between protestors and police turned deadly.
When Yanukovych fled the country the opposition formed a government and
announced plans to hold elections. A few days later armed forces in masks and
unmarked uniforms took over airports and regional government buildings
around Crimea. Soon enough Crimea’s regional parliament was surrounded
and, along with electing a new government, Crimean politicians decided to
call for a referendum about joining the Russian Federation. In March 2014
the referendum (deemed illegal by the US and EU) passed and Russian
president, Vladimir Putin, signed a bill to add Crimea to Russian territory.
Shortly thereafter violence broke out in eastern Ukraine, especially the cities
of Donetsk, Luhansk and Kharkiv, where separatists occupied buildings and
called for independence referendums. Ukrainian forces became involved and
tried to liberate the regions, clashes in eastern Ukraine continue to this day
with talks in Geneva not being enough to halt the violence.

Russias use of political influence in Ukraine was immense. Russia
had influence over Ukraine’s leaders and top advisors. Leading up to the
annexation of Crimea, Crimean regional politicians were regularly traveling
to Moscow for meetings." Russia also had close ties to Yanukovych, it
donated around $300 million to his unsuccessful presidential bid in 2004."
Furthermore, Russia also had close ties to various civil society organizations

12 Boghani, P. (21.12.2016.). How Russia Looks To Gain Through Political Interference. PBS.
Retrieved (23.12.2016.) from: http://www.pbs.org/wgbh/frontline/article/how-russia-looks-to-
gain-through-political-interference/

3 Peleschuk, D. Uncertainty Remains Over Black Sea Fleet. ETH Ziirich. Retrieved
(20.04.2017.) from: http://www.css.ethz.ch/en/services/digital-library/articles/article.html/121118
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that promoted a pro-Kremlin agenda in the country. ¥ Community and
ethnicity was important in Russia’s hybrid warfare as it was used to defend
the annexation of Crimea. Additionally, the alleged abuse of minorities was
accented to support the work of Russia’s paramilitary forces in the eastern
Ukraine. Ethnic tensions in Ukraine were not large enough to create a civil
uprising against the government and few citizens actually fought against the
government. > However, Russia worked to create and exploit the narrative of
abused minorities rioting against their oppressive government.

Russia used the aspect of intelligence within the conflict by firstly using
its agencies to mislead the West and Ukraine about its intentions and actions
in Crimea.’® Secondly, Russia’s infiltration of Ukraine’s intelligence agencies
was immense. In the beginning of the conflict Ukrainian institutions
provided Moscow with intelligence leaks, with the Ukrainian Security Service
taking orders from Russia at one point. ' Intelligence has been used by Russia
throughout the conflict and Russian infiltration continued to cause various
issues, such as the event when a Ukrainian commander betrayed his own
forces to separatists. '*

Meanwhile provocations were present in Ukraine, but to a lesser
degree than in Georgia. Perhaps learning from the war in Georgia, Ukraine
has practiced restraint in its reaction to Russia’s provocations, this restraint
often handicaps Ukraine’s actions. For example, Ukraine did not militarily
defend Crimea and was warned by Western diplomats to not react to avoid

" Ibid. & Luhn, A. (20.09.2015.). Russia Funds Moscow Conference for US, EU and Ukraine
Separatists. The Guardian. Retrieved (20.09.2015.) from: https://www.theguardian.com/world/2015/
sep/20/russia-funds-moscow-conference-us-eu-ukraine-separatists

® For information on support for Russia among separatist regions see: Kyiv
International Institute of Sociology. (2014). How Relations Between Ukraine and Russia
Should Look Like? Public Opinion Polls. Retrieved (10.10.2017.) from: http://www.kiis.com.
ua/?lang=eng&cat=reports&id=236 & Racz, A. (2015). Russias Hybrid War in Ukraine: Breaking the
Enemies Will to Resist. Finnish Institute of International Affairs, p. 79.

' Récz, A. (2015). Russia’s Hybrid War in Ukraine: Breaking the Enemies Will to Resist. Finnish
Institute of International Affairs, p. 68 & Zaitsev, A. ITaptusanckumu metogamu. VPK News.
Retrieved (20.04.2017.) Accessed April 20, 2017. http://www.vpk-news.ru/articles/21649

17 Sherr, J. Ukraine’s Fightback. World Today, Vol. 70, No. 4 (August/September 2014), p. 35.
Retrieved (10.10.2017.) from: https://www.chathamhouse.org/publication/twt/ukraines-fightback-
has-surprised-kremlin

'8 Shuster, S. (2014). Ukraine Policemen Stand by as Pro-Russian Separatists Seize Control.
TIME. Retrieved (10.10.2014.) from: http://time.com/81475/ukrainian-policemen-stand-by-as-
pro-russian-%20separatists-seize-control/
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provoking Russia."”” Paramilitary forces have also been used in provocations
with violent demonstration held while Russian troops remain visibly close
to the border — blocking Ukraine from responding out of fear of giving
Russia a pretext to deploy its military.** Hence Russia used provocations
while limiting the use of traditional forces and handicapping Ukraine in the
process, creating a “win-win” situation for Russia.

Paramilitary actions were central to Russia’s hybrid warfare in Ukraine.
The first wave of “green men” as they went on to be known, entered Ukraine
claiming to be part of a local Crimean defense group. They took over
government buildings and were obviously better trained and equipped than
a recently formed militia could be.*! Paramilitary actions were accompanied
by an active propaganda campaign with Russia denying its presence. Russia’s
policy of denial continued despite notable evidence such as Russian trucks
transporting forces, Russian helicopters flying over Crimea and even the
forces themselves telling reporters and residents that they are part of Russia’s
military. > Following a campaign of denial about Russia’s involvement in
Crimea, denial and use of paramilitary forces in eastern Ukraine began and
continues. Proof of Russia’s paramilitary involvement in eastern Ukraine can
be found in various reports, as well as NATO satellite images, reports from
Western intelligence agencies, military equipment retrieved from separatists
that is traceable to Russia, as well as dead or captive Russian soldiers.”

Baltic States

The Baltic States share a border with Russia and due to a history that
includes decades spent under Soviet Union occupation, the three countries

19 Récz, A. (2015). Russias Hybrid War in Ukraine: Breaking the Enemies Will to Resist. Finnish
Institute of International Affairs, p. 62.

2 Ibid.

2! Dayspring, S. M. (2015). Toward a theory of hybrid warfare: the Russian conduct of war
during peace. Master’s thesis, Naval Postgraduate School. Retrieved (10.10.2017.) from: http://
calhoun.nps.edu/bitstream/handle/10945/47931/15Dec_Dayspring_Stephen.pdf.

2 Chappell, B., Memmott, M. (04.03.2014.). Putin Says Those Aren’t Russian Forces In Crimea.
NPR. Retrieved (10.10.2017.) from: http://www.npr.org/sections/thetwo-way/2014/03/04/285653335/
putin-says-those-arent-russian-forces-in-crimea

# Czuperski, M., et.al. (2015). Hiding in Plain Sight: Putin's War in Ukraine. Atlantic Council.
Retrieved (10.10.2017.) from: http://www.atlanticcouncil.org/images/publications/Hiding_in_Plain_
Sight/HPS_English.pdf
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also share some ethnic and cultural ties with Russia. Unlike Georgia and
Ukraine, all three countries are EU and NATO members and thus protected
under NATO’s collective defense clause as well as being closely integrated
within the EU politically, socially and economically. While providing relative
protection to the Baltic’s, NATO and EU membership also make it a viable
target for Russia if it wishes to weaken Western international organizations
and institutions.

Political influence is exerted by Russia as it tries to influence political
partiesandleaders,aswellasfundingand supporting civil society organizations
that promote a pro-Kremlin agenda. Both the Latvian opposition party
Harmony and the Estonian Center Party had signed cooperation agreements
with Putin’s United Russia. However, Harmony announced the dismantling
of the cooperation agreement in 2017 after it was in force for about eight
years, while the agreement between the Center Party has remained for nearly
13 years. Policies of these parties provide hints of Russias influence. For
example, Harmony has openly criticized EU sanctions on Russia that were
adopted after the annexation of Crimea.* The party also passed out fliers that
compared certain Latvian regions with Crimea. > Furthermore, e-mail leaks
in 2011 indicated that the mayor of Riga and leading figure within Harmony,
Nils Usakovs, had strong links to Moscow that were fostered through Russia’s
embassy in Riga.*® Meanwhile a prominent politician within Estonia’s Center
Party was found to have accepted over 1 million EUR from a Kremlin-funded
organization. 7

2 Lastovskis, F. (2017). Saskana par sankcijam pret Krieviju: zagéjam zaru, uz kura sézam.
DELFIL. Retrieved (10.10.2017.) from: http://www.delfi.lv/news/national/politics/saskana-par-
sankcijam-pret-krieviju-zagejam-zaru-uz-kura-sezam.d?id=48449363

» Birnbaum, M. (2014). In Latvia, Fresh Fears of Aggression As Kremlin Warns
About Russian Minorities. The Washington Post. Retrieved (10.10.2017.) from: https://www.
washingtonpost.com/world/europe/in-latvia-fresh-fears-of-aggression-as-kremlin-warns-about-
russian-minorities/2014/09/26/b723blaf-2aed-44d1-a791-38cebbbadbd0_story.html?utm_term=.
€336899791c

* Diena. (17.02.2013.). Izmekléjot Usakova e-pasta nopladi, Zurnalists Jakobsons ménesi
turéts psihiatriskaja slimnica. Retrieved (22.04.2017.) from: https://www.diena.lv/raksts/latvija/
zinas/izmeklejot-usakova-e-pasta-nopludi-zurnalists-jakobsons-menesi-turets-psihiatriskaja-
slimnica-13993997

27 Stratfor Worldview. (27.12.210.). A Political Scandal in Estonia and Russian Influence in the
Baltics. Retrieved (10.10.2017.) from: https://www.stratfor.com/analysis/political-scandal-estonia-
and-russian-influence-baltics
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Russia also actively funds and supports pro-Kremlin civil society
organizations within the Baltics. For example, the Russki Mir Foundation
annually receives over $20 million from the Russian government.”® Some
NGO’s are accused of being Russian agents by Baltic intelligence services.?
Perhaps the most visible form of NGO use by the Russian government is
illustrated with the 2012 referendum to make Russian the second language
in Latvia. The referendum failed by a large margin, but it was a Russian
funded NGO that organized, lobbied and collected enough signatures for the
initiative to go to a referendum.*

In relation to community and ethnicity Russia has used the aspect
in the Baltic States as well, mostly by emphasizing the “plight” of Russian
speakers and non-citizens who, in Estonia and Latvia, make up nearly one
third of the population. Furthermore, evidence indicates that Russia has
employed the tactic of passportization in the Baltic’s.” Then defence minister
and current president of Latvia warned: “Russia is trying to use the Russian-
speaking minority as a tool to aggressively promote its objectives.”** Through
propaganda and funding civil society organizations, Russia exaggerates and
falsifies the minority situation in the Baltic’s trying to create an image of
countries on the brink of ethnic strife.*®

28 Park, 1. (2014). Russian Soft Power in the Baltics: In the Framework of Neoliberalism.
Pursuit - The Journal of Undergraduate Research at the University of Tennessee, Vol. 7, No. 1, p. 160;
Saari, S. (2014). Russia’s Post-Orange Revolution strategies to increase its influence in Former Soviet
Republics: Public diplomacy po russkii. Finnish Institute of International Affairs, Vol. 66, No.1.

» ERR. (07.09.2015.). Over 40 Russian-funded NGOs Operate in Baltic States. Retrieved
(10.10.2017.) from: http://news.err.ee/116670/over-40-russian-funded-ngos-operate-in-baltic-states

% Kudors, A. (2014). Russian soft power and non-military influence: The view from Latvia.
In: Tools of Destabilization: Russian Soft Power and Non-Military Influence in the Baltic States. NATO
STRATCOM.

3! Grigas, A. (22.02.2016.). How Soft Power Works: Russian Passportization and Compatriot
Policies Paved Way for Crimean Annexation and War in Donbas. Atlantic Council.

2 Birnbaum, M. (2014). In Latvia, Fresh Fears of Aggression As Kremlin Warns
About Russian Minorities. The Washington Post. Retrieved (10.10.2017.) from: https://www.
washingtonpost.com/world/europe/in-latvia-fresh-fears-of-aggression-as-kremlin-warns-about-
russian-minorities/2014/09/26/b723blaf-2aed-44d1-a791-38cebbbadbd0_story.html?utm_term=.
€336899791c

3 Ibid.
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In terms of intelligence Russian agencies work in the Baltics and aim to
recruit politicians, businessmen and former communist members.** In 2016
counterespionage agencies from the Baltic countries reported an increase in
the amount and aggressiveness of Russian espionage attempts, particularly
in areas close to the border and often in coordination with Belarussian
intelligence.” All three countries concluded that espionage attempts increased
following the breakout of the conflict in Ukraine.*

Two main actions can be considered as provocations by Russia. First,
regularly flying very close to and at times even violating NATO airspace
above Baltic territories.”” Second, the 2007 cyber-attack on Estonia which
cyber security agencies concluded was carried out by Russia, warning that
Russia remains the greatest threat to NATO in cyber space.”® Meanwhile
paramilitary actions have not been used in the Baltic States.

Conclusion

Analysis of the five aspects shows that hybrid warfare has been used by
Russia in all three cases but in different forms. Available information indicates
that political influence and intelligence are used by Russia; however, due to
the covert nature of these aspects it is very likely that the true extent of their
use is greater than reflected in research. The use of provocations differs among
the three case studies as Russia has not used physical force in its provocations
towards the Baltic States. Furthermore, provocations served as a pretext for
military action in Georgia, while they served to handicap and intimidate in

* Blank, S. (01.12.2016.). Counting Down to a Russian Invasion of the Baltics. Newsweek.
Retrieved (10.10.2017.) from: http://www.newsweek.com/counting-down-russian-invasion-baltics-
414877

* Piotrowski, M. A., Ra$ (Dudzinska), K. (2016). Baltic States’ Intelligence Services Report
Increased Threat from Russia. Polish Institute of International Affairs. Retrieved (15.07.2016.) from:
https://www.pism.pl/publications/bulletin/no-42-892

3 Ibid.

37 Sharkov, D. (04.04.2017.). NATO: Russian Aircraft Intercepted 110 Times Above Baltic in
2016. Newsweek. Retrieved (10.10.2017.) from: http://www.newsweek.com/nato-intercepted-110-
russian-aircraft-around-baltic-2016-538444

% Maldre, P. (18.05.2016.). The Russian Cyber Threat: Views from Estonia. Center for
European Policy Analysis. Retrieved (10.10.2017.) from: http://cepa.org/The-Russian-Cyber-Threat-
Views-from-Estonia
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Ukraine. The 2007 cyber-attack in Estonia is the closest Russia has come to
attacking the Baltic’s and illustrates how modern warfare has developed.

Russia’s use of community and ethnicity is perhaps the most worrisome
aspect that Russia exploits. As my research showed, a country does not need
to be on the brink of ethnic strife for Russia to use community and ethnicity
in its hybrid warfare. In fact, even if there is no ethnic strife, using other
aspects, especially paramilitary actions, Russia uses minorities as pretext for
aggression. Furthermore, Russias highly developed propaganda works to
defend the narrative of Russia as the protector of abused minorities. Hence,
confusing a part of the public into believing that the conflict is home-grown.

Paramilitary actions particularly relate to the aspect of community
and ethnicity. In both Georgia and Ukraine paramilitary troops were
presented as part of the local minority, despite credible evidence that they
are Russian forces. Notably, in Georgia paramilitary troops were only used
in the beginning, while they are used throughout the conflict in Ukraine.
This shows how Russia developed its hybrid warfare strategy from 2008. The
involvement of Russia’s military in Georgia resulted in major international
backlash, especially in media where pictures of Russian troops and actions
were headlining. By only using paramilitary troops in Ukraine Russia seeks
to avoid the media criticism it encountered in Georgia, while using state-
sponsored media to create an “alternative” media environment that counters
the West and spreads its propaganda. Despite the most credible evidence
that the forces are Russian, Russia can claim it is a Western conspiracy and
influence masses of people with that notion.

While paramilitary actions have not been used in the Baltic States, the
use of the other four aspects is nonetheless alarming. As scholars have noted,
hybrid warfare can happen in levels and the success of non-violent actions
serves to encourage Russia to step up the warfare and involve force.” Thus, it
is vital for the Baltic States to not underestimate the threat. In the potential
use of paramilitary actions in the Baltic’s, Russia would aim to portray it as a
civil conflict and thus one that does not fall under NATO’s collective defence
obligation.

¥ Beérzins, J. (2015). Russias New Generation Warfare in Ukraine: Implications for Latvian
Defence Policy. CSSR Policy paper, No.2, April 2014, p. 7.
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NATO must continue in maintaining its presence by the border. It is
also vital that NATO, especially the leaders of the most powerful NATO
states, emphasize the commitment to protecting the territorial integrity of
Baltic allies and readiness to react to any breach. Meanwhile Baltic States
must fulfil their financial obligations under NATO, as well as focus on
societal integration, such as weighing different options of granting automatic
citizenships to non-citizens and fostering unity. Nevertheless, continued
NATO and Baltic readiness to react in the case of paramilitary actions, which
will likely be planned and developed in a way that presents the situation as a
home-grown conflict, is paramount.

This research shows that Russia has developed hybrid warfare from its
use in Georgia, to how it was implemented in Ukraine and will likely continue
to develop it in its further use towards the Baltic States. This research would
be further enhanced by analysis of Russia’s use of economy and energy within
hybrid warfare to present an even more encompassing picture of Russia’s
actions. Overall, it is important to recognize that in its use of hybrid warfare
towards NATO member states, Russia has refrained only from using physical
force and violence, but has targeted it through all other aspects. Hence Russia’s
hybrid warfare is a major threat for NATO - the worst reaction of NATO and
other actors would be to underestimate it.
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Despite the nurturing of warm ties for decades, Montenegros NATO
membership appeared to be an impediment for the continuation of positive
relations with Russia. By examining economic repercussions, political
connections with Montenegrin opposition and deceptive media campaigns
led by Russia, this article demonstrates the variety of Russian reciprocal
measures taken prior to and after Montenegro’s acceptance to NATO in
June 2017. The article argues that, unlike in post-Soviet countries where
Russian influence is still strong, Russia is gradually losing its position in
Montenegro, as the polarisation of the Montenegrin political scene goes
in favour of the ruling coalition, whose foreign policy aspirations match
those of NATO and the EU. The Kremlin’s incapacity to alter Montenegro’s
direction toward NATO caused a setback in political relations between
Moscow and Podgorica and brought upon the country a series of actions
that were backed by an anti-Montenegro media campaign.

Keywords: EU, information warfare, Montenegro, NATO membership,
political opposition, propaganda.

Neskatoties uz desmitiem gadu koptam attiecibam, Melnkalnes daliba
NATO ir izradijusies $kérslis pozitivam attiecibam ar Krieviju. Analizgjot
Krievijas ietekmi uz ekonomiku, politiskas saiknes ar Melnkalnes
opoziciju un maldino$as kampanas masu plassazinas lidzeklos, autors
atklaj dazadus Krievijas istenotus pasakumus, kas tika istenoti pirms un
péc Melnkalnes uznemsanas NATO. Raksta tiek apgalvots, ka atskiriba
no bijusajam Padomju Savienibas republikam, kur Krievijas ietekme ir
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joprojam spéciga, Krievija pakapeniski sak zaudét savu ietekmi Melnkalné.
Tas centieni politiski $kelt Melnkalni kalpo par labu valdo$ajai koalicijai,
kuras arpolitikas virziens ir daliba NATO un ES. Kremla nespéja kavét
Melnkalnes virzibu uz NATO batiski pasliktinaja attiecibas starp Maskavu
un Podgoricu. Ta rezultata Melnkalne pieredzéja spécigu pretdarbibu,
ko pastiprindja pret Melnkalni vérsta nomelnojosa kampana plassazinas
lidzeklos.

Atslégvardi: ES, informacijas karadarbiba, Melnkalne, NATO daliba, poli-
tiska opozicija, propaganda.

Introduction

“Weakening the EU and obstruction of NATO is taking place in the
Western Balkans and in order to create new political divisions it is necessary
to prevent Montenegro from becoming a member of the Alliance,” noted
the Minister of Foreign Affairs of Montenegro, Srdjan Darmanovic, when
asked about his country’s EU and NATO aspirations'. Although the EU stays
fully committed to the European perspective for the whole of the Western
Balkans region and continues intense engagements in this respect, the influ-
ence of other foreign actors, especially Russia are visible across the region.?
Russia has made systematic attempts to destabilize the countries seeking
closer integration with the EU and NATO and has increasingly used
coercion to safeguard its influence in the post-Soviet space.’ The Kremlin
seeks to exploit divisions in the Western Balkans and engineer ethnic

! Ministry of Foreign Affairs of Montenegro. (22.05.2017.). Interview of Minister of Foreign
Affairs Dr. Srdjan Darmanovic to agency MINA: Traditional friendship with Russia is a historical
myth. Retrieved (20.08.2017.) from: http://www.gov.me/vijesti/172595/Intervju-ministra-vanjskih-
poslova-prof-dr-Srdjana-Darmanovica-agenciji-MINA-Tradicionalno-prijateljstvo-sa-Rusijom-
mit-iz-prosl.html

2 On EU’s commitment have a look at: European Union External Action (03.07.2017.).
Mogherini reaffirms EU commitment to European perspective of Western Balkans. Retrieved
(05.06.2017.)  from  https://eeas.europa.eu/headquarters/headquarters-homepage_en/29172/
Mogherini%20reaffirms%20EU%20commitment%20to%20European%20perspective%200f%20
Western%20Balkans

* Delcour, L., Kostanyan, H. (2014). Towards a Fragmented Neighbourhood: Policies of the
EU and Russia and their consequences for the area that lies in between. CEPS Essay, No. 17/ 17.
Retrieved (05.05.2017.) from https://www.ceps.eu/system/files/ CEPS%20Essay%20N0%2017%20
Fragmented%20Neighbourhood%20-%20H%20Kostanyan%20L%20Delcour.pdf
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and political tensions in order to undermine the Western-led system and
diminish liberal order that the EU stands for. Covert actions, political back-
lashes, economic repercussions, financial incentives, and propaganda are some
of the tactics that the Kremlin uses in order to achieve its foreign policy
objectives abroad. The possibility of Russian state agencies to influence Euro-
pean political parties and its politicians as well as to distort public opinion
made governments revise their institutional practices and forge various
approaches to fighting it. This article analyses Montenegro as one of such cases
where Russia by using its influence seeks to undermine opponents and weaken
Western institutions.

Following independence referendum of 2006, Montenegro became
the sixth post-Yugoslav independent state after having left the State Union
of Serbia and Montenegro that existed since 1992. Shortly after gaining its
independence, a political dialogue between the government of Montenegro
and the EU institutions was established at ministerial level.* In 2007, the
Montenegrin Parliament adopted a new constitution where “dedication
to the European and Euro-Atlantic integration” was set as one of the main
foreign policy goals.’ The formal institutional framework for bilateral
EU-Montenegro relations came in 2007 and in 2010 the EU granted
Montenegro an official status of a candidate country. So far, the country
has provisionally closed chapters 25, 26 and 30 on Science and Research,
Education and Culture, and External Relations, respectively.® Montenegro’s
NATO aspirations were developing simultaneously with EU objectives.
The country was invited to join the Membership Action Plan in 2009 after
which the start of accession talks began in December 2015. According
to the Montenegrin Deputy Prime Minister Dusko Markovic the “Euro-
Atlantic agenda instantly became 'a top priority’ for the Montenegrin

* European External Action. (06.06.2017.). Montenegro and the EU. Retrieved (21.08.2017.)
from: https://eeas.europa.eu/headquarters/headquarters-homepage_en/27529/Montenegro%20
and%20the%20EU

* Constitution of Montenegro. Official Gazette of Montenegro, 01/07, 25 October 2007.
Retrieved (04.06.2017.) from: http://www.wipo.int/edocs/lexdocs/laws/en/me/me004en.pdf

¢ European Commission. Montenegro. European Neighbourhood Policy And Enlargement
Negotiations. Retrieved (16.06.2017.) from: https://ec.europa.eu/neighbourhood-enlargement/
countries/detailed-country-information/montenegro_en
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government”’After the Accession Protocol was signed in May 2016, the
instrument was ratified by all parliaments in NATO member states and the
country became a full member of the Alliance on 5 June, 2017.

The Kremlin’s ability to impact domestic politics and provoke general
anti-Western sentiment in Montenegros society took shape in light of the
country’s accession to NATO. Russia has openly advocated for a referendum
on NATO membership by referring to the demands of the largest opposi-
tion groups and defending the rights of Montenegrin people to have a free
choice about their future’ The pro- and anti-NATO political spectrum
division generated protests which resulted in coup detat in October 2016 when
Russia was accused of planning an assassination of Prime Minister, Milo
Djukanovic, and an overthrow of the elected government. According to
Special State Prosecutor, Milivoje Katnic, the plot to attack Montenegro’s
Parliament was directed by Russian intelligence officers with the support
and blessing of Moscow. This was also backed by a senior “Whitehall
official” who claimed to have evidence about the interference of Russian
state organs.'’

The case of a planned coup détat is the most recent example of a
blatant attempt to interfere in Montenegros domestic affairs with the
purpose of turning the outcome of the elections in Moscow’s favour. It can
serve not only as a testing ground for Russia but also as a reminder that
the Kremlin is stepping up and seeking to go beyond “soft propaganda” in
the Western Balkans. By looking at the most recent examples of Russian
retaliatory measures in economic and media spheres with the particular
emphasis on political connections with the Kremlin, the article examines to

7 Glasser, S. B. (12.06.2017.). Damon Wilson and Prime Minister Dusko Markovic: The Full
Transcript. The Global Politico. Retrieved (05.08.2017.) from: http://www.politico.com/magazine/
story/2017/06/12/damon-wilson-and-prime-minister-dusko-markovic-the-full-transcript-215241

8 NATO. (12.06.2017.). Relations with Montenegro. Retrieved (23.06.2017.) from: http://
www.nato.int/cps/ic/natohq/topics_49736.htm

° TASS News Agency (22.06.2016.). Duma called upon NATO and OSCE to start a dialogue
about dangerous of launching anti-missile defence system.Retrieved (21.07.2017.) from: http://tass.
ru/politika/3390925

' Farmer, B. (19.02.2017.). Russia plotted to overthrow Montenegro’s government by assassi-
nating Prime Minister Milo Djukanovic last year, according to Whitehall sources. Telegraph.
Retrieved 07.08.2017.) from: http://www.telegraph.co.uk/news/2017/02/18/russias-deadly-plot-
overthrow-montenegros-government-assassinating/
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what extent Moscow can distort Montenegros process of horizontal insti-
tutionalization'! within the Western institutions.

Russian Hybrid Warfare Tools

The European Parliament Resolution on EU strategic communication
to counteract propaganda against it by third parties highlights that hostile
propaganda comes in different forms and uses various tools with the goal of
distorting truths, provoking doubt, discrediting EU institutions and trans-
atlantic partnerships and, by doing so undermining and eroding the Euro-
pean narrative based on democratic values, human rights and the rule of
law.”? Frank G. Hoffman (2007) defines hybrid war as a blend of the lethal-
ity of state conflict with the fanatical and protracted fervor of irregular
war. More specifically the concept is explained as the use of military and
non-military tools in an integrated campaign designed to achieve surprise,
seize the initiative and gain psychological as well as physical advantages
utilising diplomatic means, sophisticated and rapid information, electronic
and cyber operations; covert and occasionally overt military and intelligence
action; and economic pressure.”’ James J. Wirtz (2015) goes a step further
and breaks the concept of information warfare down into several consti-
tuent parts: intelligence, counterintelligence, deceit, disinformation, elec-
tronic warfare, psychological pressures, degradation of information systems
and propaganda.

Russia has been using social media, as the most convenient platform for
disseminating information and anti-Western sentiment, since information
control is vital to the Russian strategy to maintain control of its citizens and

' The most crucial level of horizontal institutionalisation is full membership since it concedes
full rights to the new member state. Source: Mehlhausen, T. (2015). European Union Enlargement:
Material interests, community norms and anomie. Routledge, pp. 14-15.

2 European Parliament (14.10.2016.). Report on EU strategic communication to counteract
propaganda against it by third parties, (2016/2030(INI)). Retrieved (14.08.2017.) from: http://www.
europarl.europa.eu/sides/getDoc.do?type=REPORT &reference=A8-2016-0290&language=EN

3 The International Institute for Strategic Studies. (2015). Complex crises call for adaptable
and durable capabilities. The Military Balance 2015. Retrieved (20.07.2017.) from https://www.iiss.
org/-/media/silos/the%20military%20balance/the-military-balance-2015/mb2015-00b-foreword/
mb2015%2000b%20foreword.pdf
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prevent any dissent. In this respect, hybrid warfare refers to Moscow’s use
of a broad range of subversive instruments, many of which are non-military,
to further Russian national interests.”> Moscow seeks to use hybrid warfare
to ensure compliance on a number of specific policy questions: (1) to divide
and weaken NATO; (2) to subvert pro-Western governments; (3) to create
pretexts for war; (4) to annex territory, and (5) to ensure access to European
markets on its own terms.'® The approaches that Russia deploys are diverse
and all-encompassing with the ability to adjust the toolkit to the country’s
specific context: i) economic influence; ii) cyber and information warfare;
iii) financial incentives; iv) political connections; v) trolling factory (a new
set of weaponry created to additionally backup existing strategies by paying
loggers to run several accounts and to post pro-Kremlin comments on
internet forums and social networks)."” The goal of the pro-Russian campaign
is to shift public opinion against its own democratic institutions and fore-
shadow a world where every West-leaning politician is corrupt and all media
outlets not of their persuasion are biased.'®

Although the Western Balkan countries do not directly belong to the
sphere of Russian influence, the strategic importance of the region as a
transit route for Russian gas, along with ideational ties manifested through
Slavic roots and Orthodox religion, laid a solid foundation for Russia to
establish itself as an influential foreign policy actor in the Western Balkans.
Russian foreign policy has been able to build upon traditional foreign policy

'* Hunter, E., Pernik, P. (2015). The Challenges of Hybrid Warfare. ICDS Analysis. Retrieved
(03.08.2017.) from: https://www.icds.ee/fileadmin/media/icds.ee/failid/Eve_Hunter_Piret_Pernik -_
Challenges_of_Hybrid_Warfare.pdf

!> For threats and challenges of Russia’s hybrid warfare, see: Eronen, 2016; Monaghan, 2016;
Renz and Smith, 2016; Giles, 2015; Reisinger and Golts, 2014. For single-case studies, see: Lanoszka,
2016; Hunter and Pernik, 2015.

¢ Chivvis, C.S. (22.03.2017.). Understanding Russian, Hybrid Warfare and What Can Be
Done About it. RAND Testimony. Retrieved (31.08.2017.) from: https://www.rand.org/content/
dam/rand/pubs/testimonies/CT400/CT468/RAND_CT468.pdf

'7 Kovalev, A. (24.03.2017.) Russia’s Infamous "Troll Factory' Is Now Posing as a Media
Empire. The Moscow Times. Retrieved (08.08.2017.) from: https://themoscowtimes.com/articles/
russias-infamous-troll-factory-is-now-posing-as-a-media-empire-57534

'8 Smolenova, I. (2015). The pro-Russian disinformation campaign in the Czech Republic
and Slovakia: types of media pro-Russian propaganda, their characteristics and frequently used
narratives. Prague Security Studies Institute. Retrieved (17.09.2017.) from: http://www.pssi.cz/
download/docs/253_is-pro-russian-campaign.pdf
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ties with former Yugoslav countries, religious and ethnocultural ties and on
harsh criticism of Western conflict resolution policies in a war-torn region.
Its business and political ambitions have concentrated mainly on three coun-
tries: Serbia, Bosnia and Herzegovina (in particular the entity of Republika
Srpska), and Montenegro."” Only a limited number of work is dedicated to
Russian propaganda in the Western Balkans as the subject became topical
recently with the emergence EU aspirations for the Western Balkan coun-
tries. For instance, Jaroslaw Wisniewski (2017) shortly discusses Russian
information warfare strategies in the Western Balkans and examples of each
country deliberate on two key goals of such strategies: 1) undermining all
of the Western-sponsored achievements in the region and 2) stopping any
future NATO enlargement into the region. So far academic research in the
field of the Western Balkan countries and Russia focuse mainly on eco-
nomic, energy and political cooperation with respect to the countries’ EU
and NATO commitment. However, a comprehensive approach that encom-
passes broader Russian propaganda strategy in the Western Balkans is still
lacking.

Economic and Media Propaganda

In contrast to the media landscape in the West where Russian state-
owned channels such as “Russia Today” and “Sputnik” operate, no official
media representatives are present in Montenegro at this point in time. It
does not, however, prevent the Kremlin from disseminating false informa-
tion and distorting public opinion. At the end of March, TV channel “24”
and the channel “Zvezda’, being under the jurisdiction of the Ministry of
Defence of the Russian Federation, reported about “grenades being thrown
at monuments in Montenegro, Russian citizens arrested on false charges, the
opposition threatening to organize mass protests against the government™.
In order to back up claims from the previous news story, another report

1 Rotaru, V., Troncot', M. (eds.) (2017). Romania’s Concentric Circles: The impact of Hybrid
Actions and a Possible 'Ukrainian Scenario' in the Balkans. National University of Political Studies
and Public Administration. Retrieved (07.08.2017.) from: http://dri.snspa.ro/uploads/brosura_
policy_paper-v8-LE-hi_res.pdf

20 Zvezda TV channel. (25.03.2017.). Criminal, Mines and Catalepsy: Why is Montenegro
dangerous for tourists. Retrieved (04.07.2017.) from: https://tvzvezda.ru/news/vstrane_i_mire/
content/201703251100-mpeq.htm
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from Montenegrin Littoral in April followed and depicted a photograph of
a car riddled with bullets which was actually a film prop vehicle. After the
efforts to find Russian citizens living in Montenegro to comment on the
stories failed, state TV media interviewed the members of the opposition
party Democratic Front (DF). Both news stories were planned to be broad-
casted on June 5-7, during the country’s official recognition as a new NATO
member. Moreover, as of 24 April 2017, economic warfare took on new
proportions following Russian embargo on the wine company “Plantaze”
due to alleged pesticides and plasticizers found during the quality control.
The decision to ban the most known import product to Russia was polit-
ically motivated and came amid the historic vote on ratification of NATO
membership Treaty. Prior to that, in 2014, Russia banned imports of meat,
fish, seafood, fruits, and vegetables after Montenegro joined the EU on sanc-
tions against Russia. Economic sanctions imposed on Montenegro that were
triggered due to a political decision in Podgorica remain Moscow’s main
weapon in the fight against Montenegros rapprochement toward Western
institutions.

The Ministry of Foreign Affairs of Montenegro is not overly concerned
with propaganda tools that the Kremlin uses in the interest of causing unrest
in the country as “there has not been a single case where Russian business-
men or tourists were treated badly, neither has there been negative senti-
ment toward Russian people in our country”?! The fact that people dealing
with spheres, other than politics, are not interested in how media portrays
Montenegro is demonstrated on the number of Russian tourists on Monte-
negrin Littoral. According to the official data of National Touristic Organis-
ation of Montenegro, only in May and July, there were around 30,000
Russian tourists on Montenegrin coast, which is 14% more in comparison
with the same period last year.”> Apropos, the numbers which makes the year
2017 the most successful for Montenegrin tourism in a long time on which
Russian propaganda had no notable effect.

! Vesti Online. (02.05.2017.). How is Russia waging economic war against Montenegro.
Retrieved (13.05.2017.) from: http://www.vesti-online.com/Vesti/Ex-YU/649260/Kako-Rusija-
vodi-ekonomski-rat-protiv-Crne-Gore

2 Montenegro Tourism Association. Neighbour’s negative campaign is in vain: Russians are
more than ever. Retrieved (24.07.2017.) from: http://www.ctu-montenegro.org/en/news/dzaba-
negativna-kampanja-susjeda-rusa-vise-nego-ikad-321
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The president of the Tourist Association of Montenegro, Zarko Radu-
lovic, believes that the propaganda warfare “made a good promotion for the
country because media around the world covered the story about Monte-
negro *. “Politicians cannot alienate us from Russian people and Russia as
such’, adds Radulovic, convinced that people in business and cultural sectors
are not interested in politics because the business is ongoing despite political
setbacks.* The president of Russian linguist diaspora, Aleksandar Hrgijan,
also agrees that using propaganda to discredit Montenegro in the heart and
minds of Russian citizens in an effort to damage the country’s economy is
“set to fail as the truth cannot be hidden in the age of social media™>. Instead,
his organisation strives to counter these actions by using the same social net-
work tools in the furtherance of better communication between Russian and
Montenegrin partners.

That being the case, on a high political level Russian propaganda brings
about a setback in diplomatic and political relations between Moscow and
Podgorica that is easily detected in the belligerent narrative that both govern-
ments deliver when addressing one another. The spokeswoman of the
Ministry of Foreign Affairs, Irina Zakharova, advised Russians to “think
twice before traveling to Montenegro, due to the anti-Russian hysteria that
continues to build up in Montenegro amid setback in mutual relations” with
the intention of redirecting people to other destinations.? Montenegro, on
the other hand, considers Russia to have interfered in domestic political
developments and circumstances, which was then reflected in preparation
of a terrorist act.” Minister of Foreign Affairs of Montenegro Darmanovic
refuses to believe that Montenegro is the prime Russian target due to the

» Koprivica, V. (01.05.2017.). Russian propagada-economic war against Montenegro. Aljazeera
Balkans. Retrieved (25.05.2017.) from: http://balkans.aljazeera.net/vijesti/ruski-propagandno-
ekonomski-rat-protiv-crne-gore

2 SEEbiz ALJazeera Balkans. (01.05.2017.). Radulovic: Russian propaganda will not harm
Montenegrin tourism. Retrieved (27.05.2017.) from: http://www.seebiz.eu/radulovic-ruska-
propaganda-nece-nastetiti-crnogorskom-turizmu/ar-155206/

» Weekend Newspapers. (03.06.2017.). Russians are preparing media blitzkrieg from June 5th
to 7th. Retrieved (02.09.2017.) https://issuu.com/dnevne-novine/docs/783206_4_1496459475

2% Vedomosti (29.05.2017.). Ministry of Internal Affairs: of Russian Federation warns Russians
about traveling to Montenegro. Retrieved (04.06.2017.) from: https://www.vedomosti.ru/politics/
news/2017/05/29/691971-mid-predostereg

¥ Glasser, S. B. (12.06.2017.). Damon Wilson and Prime Minister Dusko Markovic: Full
Transcript, Politico. Retrieved (30.06.2017.) from: http://www.politico.com/magazine/story/
2017/06/12/damon-wilson-and-prime-minister-dusko-markovic-the-full-transcript-215241
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country’s small size in the Balkans. He sees it as a political direction in which
the Kremlin sets itself and Moscow’s necessity to fill the geopolitical vacuum
wherever possible.”® Prime Minister Markovic seeks to reduce political
tensions by stating that “Montenegro in NATO is not a threat to Russia, but
rather a contributor to peace and stability, regional cooperation and good
neighbouring relations™”.

Political Opposition as a Game Changer?

The political scene in Montenegro cannot be mapped in a traditional
sense against the single left-right/conservative-liberal axis. As the majority
of the parties see themselves as socio-democratic, the real divide exists
between the long-lasting ruling coalition consisting of Democratic Party
of Socialists of Montenegro (DPS) and Social Democratic Party of Monte-
negro (SDP) and the opposition encompassing several parties and move-
ments (DE, Movement for Changes (PzP), New Serbian Democracy (Nova),
Socialist People’s Party (SNP), Citizens’ Movement Under Reformist Action
(URA), etc.).*® Another layer of division emerged only recently with Monte-
negros NATO aspiration, turning the political landscape into those who
support NATO membership and those who do not. The majority of oppo-
sition parties that were working hard to undo NATO membership and in
general to reduce Western influence in the country are also seen as pro-
Russian. Although not being directly related to their emergence, Russia has
embraced these parties and up to now continues to turn their anti-Western
rhetoric and ideological inclinations towards Kremlin's advantage. In spite
of no hard evidence about Kremlin donations to opposition parties found,

* Ministry of Foreign Affairs of Montenegro. (2017). Interview of Minister of Foreign Affairs
dr. Srdjan Darmanovic to agency MINA: Traditional friendship with Russia is a historical myth.
Retrieved (20.08.2017.) from: http://www.gov.me/vijesti/172595/Intervju-ministra-vanjskih-
poslova-prof-dr-Srdjana-Darmanovica-agenciji-MINA-Tradicionalno-prijateljstvo-sa-Rusijom-
mit-iz-prosl.html

» Ministry of Foreign Affairs of Montenegro (2017). President Markovic in an interview to
Politico: Decision about NATO membership cannot be put into question. Retrieved (26.06.2017.)
from: http://www.mvp.gov.me/pretraga/173479/Predsjednik-Markovic-u-intervjuu-Magazinu-
Politico-Odluka-o-clanstvu-CG-u-NATO-u-ne-moze-biti-dovedena-u-pitanje.html

* BlogActiv eu. (09.04.2015.). Complete reshuffling of the opposition scene in Montenegro?
Retrieved (23.08.2017.) from: https://montenegro.blogactiv.eu/2015/04/09/complete-reshuffling-
of-the-opposition-scene-in-montenegro/
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frequent visits of Montenegrin opposition parties’ leaders to Moscow speak
of close connection to the Kremlin and raise suspicions about continuous
Russian support for parties’ activities and political agenda back at home.

The major opposition party — Socialist Party of Montenegro (SNP) -
is committed to maintaining good relations with the Russian government,
which is proved by the number of official visits to Russia. In 2014, the party’s
former leader, Srdjan Milic, was the only politician representing Montenegro
at the celebration of Victory Day in Moscow. The timing was symbolic as it
coincided with Djukanovic’s visit to Washington at a time when sanctions
against Russia were widely discussed. Other visits followed in the next year
and were justified as “the continuation of constructive cooperation of
Socialist People’s Party of Montenegro with the representatives of political
parties and the government of the Russian Federation with the aim of
improving bilateral relations between Montenegro and the Russian Federa-
tion”*' The party’s leader, Nenad Popovic, condemned the government’s
decision not to hold a referendum on NATO membership, as it represents a
harsh violation of human rights and the crackdown on democratic principles
by the regime in Podgorica.”? The same line of thinking can be read in
Russian media and among Russian officials who openly opposed the deci-
sion not to include the Montenegrin population in a decision over NATO
membership.

Moreover, two pro-Russian leaders of DF party, Milan Knezevic and
Andrija Mandic, sought to garner Russian support during the protests against
Montenegro joining NATO in early 2017. They were among 14 suspects
over an alleged coup attempt to overthrow the Montenegrin government and
are facing investigations at the moment. They visited Moscow amid unrests
in Montenegro due to a new constitutional setup of the Parliament that was
boycotted by four opposition parties. Sergey Zelezhnyak, deputy speaker of
Duma known for his extremist views, was one of their hosts during the visit.
He was also the one to propose to Montenegrin opposition parties to come

3 CDM. (07.05.2017.). Milic in Moscow for four days: The continuation of cooperation with
Russian Federation. Retrieved (16.07.2017.) from: https://www.cdm.me/politika/milic-u-moskvi-
cetiri-dana-nastavak-saradnje-sa-ruskom-federacijom/

2 Blic online. (28.04.2017.). Popovic (SNP) condemned the decision on joining NATO.
Retrieved (23.08.2017.) from: http://www.blic.rs/vesti/politika/popovic-snp-osudio-odluku-o-
stupaju-crne-gore-u-nato/q8zz3rk
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up with a common presidential candidate for the elections in 2018. Although
such intentions on behalf of the Kremlin failed, it shows the ongoing
tendency to gather pro-Russian politicians, create political networks and
influence the domestic affairs in the Western Balkans.

Apart from party identification with Kremlin ideological tenets, religious
ties between the two Orthodox churches are also used by the Kremlin to
foster closer cooperation with political leaders and to spread Russian influ-
ence domestically. “The church is being used as an instrument of the Russian
state to extend and legitimize the interests of the Kremlin’, noted Sergei
Chapin, a former editor of the official journal of the Moscow Patriarchate.”
In the Montenegrin case, the involvement of the clergy in politics became
evident when a local priest openly campaigned against NATO referring to
it as “a national fascist pact™*. Nebojsa Juskovic, the leader of the Demo-
cratic Party of Unity (DS]) met with Patriarch Kiril in 2016 in Moscow, and
according to official party narrative, the meeting represented huge respect
for the politics led by Juskovic.* Earlier in 2014, SNP delegation led by the
party’s president Srdjan Milic met in Moscow as well. The topics discussed
were bilateral relations between Russia and Montenegro and “continuation
of warm relations between two countries, as bound by historically and
traditionally good relations and fight against fascism”* The cultural and
Orthodox ties emphasized by pro-Russian lawmakers in Montenegro, there-
fore, serve not only for maintaining close relations with political and
religious leaders in Moscow but also as a platform for the promotion of
Russian interests.

3 Higgins, A. (13.09.2016.). In Expanding Russian Influence, Faith Combines with Firepower.
New York Times. Retrieved (15.07.2017.) from: https://www.nytimes.com/2016/09/14/world/
europe/russia-orthodox-church.html

* CDM. (16.08.2015.). A Serbian priest in anti-NATO campaign: They want to have a
Catholic priest, a hodja and a rabi among them. Retrieved (08.08.2017.) from: https://www.cdm.
me/english/a-serbian-priest-in-anti-nato-campaign-they-want-to-have-a-catholic-priest-a-hodja-
and-a-rabbi-among-them/

* Analitika. (26.02.2017.). Juskovic with Russian patriarch Kiril. Retrieved (05.09.2017.)
from: http://portalanalitika.me/clanak/220357/juskovic-sa-ruskim-patrijarhom-kirilom

* Socialist People’s Party of Montenegro. (12.05.2014.). Milic talked with Ecumenical
Patriarch of Moscow and all Russia Mr. Kiril. Retrieved (16.08.2017.) from: http://www.snp.co.me/
vijesti.asp?kat=5&id=13671
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Conclusion

Hybrid warfare refers to the use of a broad range of subversive instru-
ments - electronic and cyber operations, covert and intelligence actions,
psychological and economic pressures, information warfare and pro-
paganda - in order to ensure compliance on a number of policy issues. In
certain parts of the Western Balkans where Russian influence is substantial,
shaping political landscape via disinformation techniques became Kremlin’s
new 'modus operandi'. This article, therefore, demonstrated the variety of
measures taken by Russia to retaliate for Montenegro’s extensive engagement
with Western institutions. Given Montenegro’s new status within NATO, the
article looked into the proportion of Russian propaganda in Montenegro and
possible effects it may have on the country’s foreign policy aspirations.

Without having set up any institutional approach to counter Russian
propaganda on domestic soil, Montenegro has so far succeeded in staying
on track when it comes to NATO membership and EU negotiations. Judging
by reactions on behalf of the Montenegrin government, EU membership is
undoubtedly high on the foreign policy agenda and the country continues to
pursue that goal. As it was shown in the media campaign case, some of the
Russian state propaganda channels - “Sputnik” and “Russia Today” - have
no direct access to Montenegrin media sphere, which makes influence weak
and unstable if compared to post-Soviet countries, where media strategy is
substantially more active. Russian propaganda caused no major hindrance
for business between Montenegrin and Russian partners. As indicated, the
anti-Montenegrin campaign did not have any effect on tourism as the num-
ber of Russian tourists visiting Montenegro in 2017 increased by four times.
Although the actions from October 2016 when Russia allegedly tried to
orchestrate coup detat and assassinate at that time PM Djukanovic have not
garnered any institutionalised approach of Montenegrin government to fight
Russian propaganda, the act as such has not been detrimental to country’s
progress toward the EU either.

Furthermore, though the pro-Kremlin aspirations among certain camps
of Montenegrin opposition are still very much alive, the reason for it lies
not in the long-term impact of any kind of historical catalysts, with which
Russian side often boasts, but highly likely in disproportional sponsorship
of incumbent President and ex-PM, Milo Djukanovic, by Brussels. In point
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of fact, this trend was confirmed by Montenegrin Minister of Foreign Affairs
Darmanovic who denied the existence of any traditional friendship between
Russia and Montenegro: “The facts about historical friendship date back to
19th century or earlier, but have no ground in the contemporary genera-
tions”* Although the threat of anti-Atlantic and anti-EU rhetoric comes
from the majority of opposition parties, the opposition is still divided on a
number of issues and, hence, incapable of effectively undoing Montenegro’s
progress in EU negotiations.

¥ Ministry of Foreign Affairs of Montenegro. (2017). Interview of Minister of Foreign Affairs
dr. Srdjan Darmanovic to agency MINA: Traditional friendship with Russia is a historical myth.
Retrieved (20.08.2017.) from: http://www.gov.me/vijesti/172595/Intervju-ministra-vanjskih-
poslova-prof-dr-Srdjana-Darmanovica-agenciji-MINA-Tradicionalno-prijateljstvo-sa-Rusijom-
mit-iz-prosl.html
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Exposure to disinformation, fake news and Russian propaganda is
becoming a reality. The freedom of speech, uncensored and rightful media
and newspapers is a trademark of Denmark. A Danish core narrative
about its society is therefore important for the government, ministries
and companies. Examples on fake news and disinformation in Denmark
recently focus on a low level of hygiene and legalizing sex with animals.
Facing these challenges Denmark has to find a balance between, on the
one hand, fighting the disinformation, fake news and propaganda and,
on the other hand, not to create propaganda itself. This article claims that
Denmark cannot cope with Russia on its own. Therefore, the establishment
of bilateral and international cooperation and interdepartmental task
forces are of great necessity to Denmark. Another option of great
importance is the ability to act faster to counter the threats coming from
Russia and its media.

Keywords: cooperation, Denmark, disinformation, fake news, propaganda,
Russia.

Ievainojamiba pret dezinformaciju, viltus zinam un Krievijas propagandu
ir kluvusi par realitati. Varda briviba, necenzéti plassazinas lidzekli un
laikraksti ir viena no Danijas tirgus zimém. Ta ka tas ir danu sabiedribas
vadosais véstijums, valdibai, ministrijam un lielajiem uznémumiem S$is
jautajums ir ipasi svarigs. Ka viltus zinu un dezinformacijas piemeéri
Danija pédéja laika jamin pazinojumi par zemo higiénas limeni un seksa
ar dzivniekiem legalizé$anu. Saskaroties ar Siem izaicindjumiem, Danijai
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ir jaatrod lidzsvars starp, no vienas puses, cinu pret dezinformaciju,
viltus zinam un propagandu un, no otras puses, spéju neradit pasai savu
propagandu. Saja raksta tiek argumentéts, ka Danija viena pati nevar
staties preti Krievijai, tapéc Danijai ir loti svarigi veidot divpuséju un
starptautisku sadarbibu un starpnozaru darba grupas. Vel viena loti
nozimiga joma ir attistit spéju atri staties preti Krievijas un tas plassazinas
lidzeklu raditiem apdraudéjumiem.

Atslégvardi: Danija, dezinformacija, Krievija, propaganda, sadarbiba,
viltus zinas.

Introduction

Fake news, disinformation and propaganda might become the new
normal and a phenomenon that every country and society needs to take seri-
ously. The article aims at an analysis of the Danish exposure to fake news,
disinformation and Russian propaganda. The first section of the article will
focus on the most recent exposure to Russian propaganda in Denmark.
Along the analysis of reaction from society and political elite the response by
media will become part of the investigation. Danish media demonstrated an
uncritical attitude towards fake news. The second part of the article will focus
on how Denmark copes with these new challenges. It further focuses on why
strategic communication is becoming a keyword not only for big companies
and for institutions, but also for governments, ministries and the parliament.

Disinformation, fake news and propaganda flows in Denmark

In August 2017, Denmark underwent a big attack of disinformation
and fake news. The origin was the Russian internet media kolokol-russia.ru.
This site published an article on how Denmark was about to legalize sex with
animals e.g. in a brothel in Copenhagen.! The article further stated that sex
with animals is legal in Denmark. Neither of the two statements in the story

! Kolokolrussia.ru. (03.08.2017.). Danii otkrvaetsya pervy publichny dom dlya zoofilov.
Retrieved (30.09.2017.) from: http://kolokolrussia.ru/novosti/v-danii-otkrvaetsya-pervy-publichny-
dom-dlya-zoofilov
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was correct.” As a response, several Danish newspapers and media outlets
focused on the challenges that fake news and disinformation created for
governments and society at large. In addition, stories on low hygiene
standards and food shortages have been spread in the Russian media to
weaken the core narrative of Denmark.?

A trademark of Denmark is freedom of speech and an uncensored and
rightful media. Many Danes are aware that tabloid media hunt sensational
stories, and are able to navigate these media outlets critically. This is much
more difficult when trustful newspapers and media publish stories from
questionable sources. Some Danish newspapers and media did apologise
for not researching their sources used in their news and articles. An example
is the Danish newspaper Ekstra Bladet referring to the news agency RIA
without mentioning its origin- the Russian Ministry of Defence. The specific
story refers to Russia testing a new super weapon. Ekstra Bladet has also
several times referred to the international media Global Research, which
is known to be influenced by Russian governmental sources. In addition,
the Danish newspaper Jyllands Posten used information directly from the
Russian government without citing it as a source. In this case, the story con-
cerned the launching of a new Russian nuclear missile.* Internet trolls are
also an element that Denmark needs to cope with, mostly those which are
used for propaganda purposes. Hopefully the focus on trolls has already
made people aware of the threat and, according to Max Arhippainen, might
not be a big threat anymore. They will not disappear, but the full awareness
of them makes them easier to handle. Internet trolls normally act on social
media, and Denmark has already picked up a plan for handling the threat.®

Russia is not the first to spread disinformation about Denmark. In 2006
Jyllands Posten had its Muhammad cartoons controversy. The newspaper

2 www.EUvsdisinfo.eu. (09.09.2017.). No, Denmark is not legalising sexual abuse of animals.
Retrieved (30.09.2017.) from: https://euvsdisinfo.eu/no-denmark-is-not-legalising-sexual-abuse-
of-animals/

* Ibid.

* Kulager, F. (28.04.2017.). Informationskrig under lup: Sadan spreder Ruslands dagsorden
sig i Danmark. Zetland. Retreived (30.09.2017.) from: https://www.zetland.dk/historie/sOXVEKv3-
a0Zj67pz-3bd93

> Hebsgaard, T. (23.03.2017.). Rusland inficerer os med misinformation. Her er modgiften.
Zetland. Retrieved (30.09.2017.) from: https://www.zetland.dk/historie/s8RVNypb-ae6XddK5-34b80
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posted several drawings of the Prophet Muhammad, which according to
some demeaned him and his religion. The Danish embassies in the Middle
East worked hard to correct fake information about Denmark and account
for the Danish view on freedom of speech.® After this incident, the exposure
of fake news, disinformation, and propaganda has mainly come from Russia.
The stories often have their origin from articles and TV-news clips from the
Russian media such as Sputnik and Russian Insider, published in English and
German. These languages are chosen to reach an audience outside Russia,
for instance the Nordic countries including Denmark.” The media outlet,
Sputnik had offices in Denmark, Sweden, Norway and Finland in the period
2014 to 2016. Denmark is mentioned in more than 2450 articles on Sputnik,
since 2012.8

RT, the news agency RIA, Russian Insider and Sputnik News are all media
outlets controlled by the Kremlin. Articles and videos are shared on Danish
right-wing news media but often without the original or direct sources
or subtitles. They are often further shared on the news media Facebook-
pages.” New internet media are growing in Denmark, with a majority of
them being national conservative right wing. The Russian media RT is often
used by these sites in relation to Islamic and immigrant critical news. An
example being 24NYT, whose owner also established the right-wing internet
media, NewSpeek Networks. 24NYT also manages a YouTube video channel
that shows unedited videos without original sources or often hidden under
other sources. For instance RT mentioned as the source but originally was
filmed by FSB (the Russian security agency). It is important to underline that
it is not only right-wing news media that have been influenced by Russian
propaganda. The Danish ultra-left internet media KPnet and Arbejderen
also distributes stories and information from Russian government controlled

¢ Fyns, S. (10.01.2006.). Ambassader skal rette op pa misinformation. Retrieved (30.09.2017)
from: http://www.fyens.dk/indland/Ambassader-skal-rette-op-paa-misinformation/artikel/586773

7 www.dr.dk. (17.07.2017.). Danske soldater skal beskyttes mod fake news fra Rusland.
Retrieved (30.09.2017) from: https://www.dr.dk/nyheder/politik/danske-soldater-skal-beskyttes-
mod-fake-news-fra-rusland

8 Hebsgaard, T. (23.03.2017.). Rusland inficerer os med misinformation. Her er modgiften.
Zetland. Retrieved (30.09.2017) from: https://www.zetland.dk/historie/s8RVNypb-ae6XddK5-34b80

° Kulager, F. (28.04.2017.). Informationskrig under lup: Sddan spreder Ruslands dagsorden
sig i Danmark. Zetland. Retreived (30.09.2017.) from: https://www.zetland.dk/historie/sOXVEKv3-
a0Zj67pz-3bd93
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media. A study from University of Southern Denmark shows that the
rightwing media often has a larger reach and interactions online than the
more established media in Denmark."

Several Danes have expressed interests during the last years in visiting
Russia, the pro-Russian separatist lead part of Ukraine or spreading
stories from Russia. One Dane has been interviewed live on the local
TV-station Novorossiya TV. The starting point of the interview was his
view on the situation in Donbass, a separatist controlled area in Ukraine.
His views were, contrary to the Danish governments, positive on the
Russian involvement in the conflict. The demonstrated interview was
unusual in its content and context that cause a range of questions related
to the rise of Russian propaganda and manipulation with Danish citizens.
Another example is related to exposure of Marie Krarup who is a politician
from the Danish National/Social conservative party Dansk Folkeparti’s to
pro-Russian media. Krarup is not only a member of parliament but also a
member of the Foreign Policy Committee in the parliament. Her opinions
are often translated and used in Russian media. Furthermore, her com-
ments on the overestimated fear of Russian news used in Danish media
were also used by Sputnik. Krarup has also presented a report to the Foreign
Policy Committee in the Danish parliament conducted by a civilian Dane,
who visited the aforementioned areas. This is a new tactic by Russian state
media, as RT and Sputnik to cooperate more closely with local Danish
political parties and media. A similar pattern has already been applied
in the countries of Central and Eastern Europe for several years but for
Denmark it was an unexpected tendency since it does not fall in the
traditional category of Russian interests.

These developments mobilized Danish authorities.!! A statement delivered
by Anders Samuelsen, the Danish Minister of Foreign Affairs on Russia’s use
of disinformation, fake news and propaganda stated that Russia systemati-
cally uses disinformation as examples of lies. Meaning- Russia’s efforts are
detectable and provably false and untrue. These fake stories have a clear

10 Kulager, F. (28.04.2017.). Informationskrig under lup: Sidan spreder Ruslands dagsorden
sig i Danmark. Zetland. Retreived (30.09.2017.) from: https://www.zetland.dk/historie/sOXVEKv3-
a0Zj67pz-3bd93

" Ibid.
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aim of harming the core narrative of Danish society, as well as undermining
credibility of Western countries.'?

Apart from the disinformation, fake news and propaganda Denmark
also needs to be aware of cyber-attacks from abroad. In the spring of 2017,
Denmark was attacked by a hacker group with roots in Russia and con-
nections to the Kremlin. The group gained access to email accounts at the
Danish Ministry of Defence. Already in 2016, the Danish intelligence
agency mentioned probable risks of cyber-attacks from Russia.” The Danish
company Maersk who operates worldwide were also attacked earlier this
year. The company was stunt for several days and the economic expenditures
were enormous.'

What policy tools does Denmark put forward?

It is not the single story in itself that poses a threat to Denmark, which
was the case for the Muhammed controversy. The danger lies in the con-
tinuing flow of stories with no source of origin. The flow of the stories
positions itself in the awareness arena of citizens, both in Denmark and
in neighbouring countries. If the introduced narratives and stories are not
handled by the Danish media or authorities, then the Kremlin views on the
world might influence the minds of the Danish society.

The first step to counteract the Russian disinformation and propa-
ganda is to make decision makers, media and the broader public aware
of the risks involved. Finland, to whom we could compare ourselves, has
established a section within the Finnish Ministry of Defence to coordinate the
efforts against disinformation.”” In September 2017 the Danish government

12 Talking point from the Danish Minister of Foreign Affairs. Samrad i Udenrigsudvalget
den 1.12.2016. Retrieved (30.09.2017.) from: http://www.ft.dk/samling/20161/almdel/uru/spm/25/
svar/1368531/1701915.pdf

¥ FE - Forsvarets Efterretningstjeneste (Danish Intelligence Agency). (01.12.2016.).
Efterretningsmeessig Risikovurdering 2016. Retrieved (30.09.2017) from: https://fe-ddis.dk/
SiteCollectionDocuments/FE/EfterretningsmaessigeRisikovurderinger/Risikovurdering2016.pdf

4 Gronholt-Pedersen, J. (27.06.2017.). Maersk says global IT breakdown caused by cyber-
attack. Retrieved (15.10.2017.) from: https://www.reuters.com/article/us-cyber-attack-maersk/
maersk-says-global-it-breakdown-caused-by-cyber-attack-idUSKBN19I1NO

'* Hebsgaard, T. (23.03.2017.). Rusland inficerer os med misinformation. Her er modgiften.
Zetland. Retrieved (30.09.2017.) from: https://www.zetland.dk/historie/s8RVNypb-ae6XddK5-34b80
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announced the establishment of a similar interdepartmental taskforce, to
coordinate efforts against misinformation campaigns targeted at Denmark.
This interdepartmental taskforce consists of the head of offices from the
Danish Ministry of Defence, Ministry of Foreign Affairs, Ministry of
Justice, the Police Intelligence Agency and the Defence Intelligence Agency.
The Ministry of Foreign Affairs is asked to identify means to counteract
disinformation. Initially the taskforce will support the Danish Embassy in
Russia and the Ministry of Foreign Affairs in Copenhagen, but later the
competence will be shared with other Danish Embassies around the world.
The taskforce is also used to reduce coordination time, since it has shown
that time is important in order to control and prevent disinformation from
spreading.'®

The core narrative of Denmark, according to strategic communication
experts, is one of the most important tools to be able to cope with disinfor-
mation, fake news and propaganda. If it is not possible to compete with
the narrative, an alternative can be to seek influence or try to destroy the
core narrative of Denmark and its international partners.” According to
Max Arhippainen, the best way to avoid disinformation and fake news is
to pre-empt them- strengthening the narrative and not fighting fake news
and disinformation is the best method to counteract. Directly referring to
fake stories only fuels them. This creates a difficult position for a country
like Denmark, and favours the adversary. Exemplified by the fake news on
animal sex, the Danish government decided to establish a unit with the
purpose of revealing Russian disinformation and propaganda. The reason
was, according to the government, to lower the risk of incorrect stories that
can harm the Danish democracy. However, Danish experts fear that this
initiative was seen as counter propaganda and therefore ineffective on
the campaign against disinformation and propaganda. The challenge for
Denmark and the rest of the Western world according to Jed Willard is

¢ Mandag, M. (10.09.2017.). Danmark fir ny kommandocentral mod misinformation.
Retrieved (30.09.2017.) from: https://www.mm.dk/artikel/danmark-faar-ny-kommandocentral-
mod-misinformation

17 Thomas, E.N. (25.01.2017.). Strategisk Kommunikation — et sporgsmal om legitimitet.
Retrieved (30.09.2017.) from: http://www.fak.dk/publikationer/Pages/Strategiskkommunikation_
etspoergsmaalomlegitimitet.aspx
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the growing distrust in existing institutions and organisations.'® Therefore,
creating new ones aimed at countering propaganda will be perceived with
enthusiasm.

The Danish Defence forces have put strategic communications high on
the agenda in the last couple of years. Not only because of the growing influ-
ence from Russian media, but also because Denmark in 2018 will be part
of NATO forces deploying soldiers to Estonia. There is a risk of the soldiers
being exposed to disinformation during their stay. Therefore, the Danish
authorities prepare the soldiers to this risk by establishing a support group
to protect the soldiers against disinformation, intimidation and fake news.
This group is established in close cooperation with a NATO unit working
with strategic communication.” The risk is real as German, Spanish and
Canadian soldiers are also participating in NATO deterrence forces and have
been exposed to fake news.

The Danish Prime Minister Lars Lokke Rasmussen from the liberal
party Venstre underlined in autumn 2017 that European cooperation is
crucial in the fight against fake news and propaganda. The EU and the
member states also need to be aware of the risks in areas like cyber defence
and security. Both cyber security and fake news and disinformation are
high on the agenda in autumn, when the Danish Parliament is to settle the
coming years defence budget. One of the elements is to strengthen Denmark’s
position in bilateral and international cooperation. For instance, Denmark
could work towards becoming the 20" member of the NATO Cooperative
Cyber Defence Centre of Excellence in Tallinn, Estonia.”

The EU External Action Service has established the so-called East Strat-
Com Task Force. This is given the task to monitor the Russian activity and
react on Russian disinformation on EU and its member states. According
to East StratCom, foreign actors are trying to create fear among selected
people as well as in general. The actors are trying to create confusion on what

'8 Hebsgaard, T. (23.03.2017.). Rusland inficerer os med misinformation. Her er modgiften.
Zetland. Retrieved (30.09.2017.) from: https://www.zetland.dk/historie/s8RVNypb-ae6XddK5-34b80

¥ www.dr.dk. (17.07.2017.). Danske soldater skal beskyttes mod fake news fra Rusland.
Retrieved (30.09.2017) from: https://www.dr.dk/nyheder/politik/danske-soldater-skal-beskyttes-
mod-fake-news-fra-rusland

2 Berlingske. (29.09.2017.). Lokke reagerer pa cyberangreb: “Det eneste gensvar er at bygge
et ordentligt forsvarsveerk op”. Retreived (30.09.2017.) from: https://www.b.dk/politiko/loekke-
reagerer-paa-cyberangreb-det-eneste-gensvar-er-at-bygge-et-ordentligt
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is real and what is fake news.”! Max Arhippainen formulates one of the main
goals for Russian propaganda: “to weaken EU or even make EU fall apart”
This would include influencing Danish citizens to mistrust the purpose and
the vision of the EU.”> Therefore, Denmark and the Danish government are
cooperating closely with the East StratCom Unit to prevent disinforma-
tion in the Danish media. The work by the East StratCom Task Force has
been criticised by some Danish experts and politicians for being a propa-
ganda tool itself. The task force has also been criticised for being a unit under
EU and not neutral. For this reason, the Danish Committee on Foreign
Affairs has debated the cooperation with the East StratCom Task Force. The
Minister of Foreign Affairs, Anders Samuelsen, defended the performance
of the Task force underlining, that the purpose of the unit is the disclose
Russian disinformation, promote knowledge about the EU and support
independent media in eastern member states of the EU. He also stated that
there had been misunderstandings in relation to the East StratCom, due to
lack of information.”

Denmark is cooperating with Sweden in the fields of hybrid threats and
disinformation in several areas, since society and media structures look the
same and the core narratives are similar. Therefore, a partnership is very
important for being able to stand up to the Russian threat.” Solutions could
be similar to the ones implemented in Finland. Here the government reached
out to opinion makers, experts, journalists and civil servants to defend
public opinion from disinformation. This approach is a more traditional;
avoid direct contact with the foreign opinion makers. Denmark is using

2! Kulager, F. (28.04.2017.). Informationskrig under lup: Sadan spreder Ruslands dagsorden
sig i Danmark. Zetland. Retreived (30.09.2017.) from: https://www.zetland.dk/historie/sOXVEKv3-
a0Zj67pz-3bd93

2 Hebsgaard, T. (23.03.2017.). Rusland inficerer os med misinformation. Her er modgiften.
Zetland. Retrieved (30.09.2017.) from: https://www.zetland.dk/historie/s8RVNypb-ae6XddK5-34b80

» Kulager, F. (28.04.2017.). Informationskrig under lup: Sadan spreder Ruslands dagsorden
sig i Danmark. Zetland. Retreived (30.09.2017.) from: https://www.zetland.dk/historie/sOXVEKv3-
a0Zj67pz-3bd93

? Talking point from the Danish Minister of Foreign Affairs. Samrad i Udenrigsudvalget
den 1.12.2016. Retrieved (30.09.2017.) from: http://www.ft.dk/samling/20161/almdel/uru/spm/25/
svar/1368531/1701915.pdf

» Euvsdisinfo.eu. (01.09.2017.). Russian fake news is a danger to our countries. Retrieved
(30.09.2017.) from: https://euvsdisinfo.eu/denmark-and-sweden-russian-fake-news-is-a-danger-
to-our-countries/
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different approach or a mixed strategy. The government has established and
hired online diplomats to counter argue and answer the disinformation and
fake news in Denmark, focusing mostly on online media and social media.
Finland and the Netherlands have already established similar diplomats to
straighten out misunderstandings and disinformation.? The RAND Institute
suggests that Denmark and alike need to prioritise correctional efforts or
to have the upper hand against Russian propaganda, fake news and dis-
information. RAND suggests that Denmark should dominate news on the
internet and within social media. It is important to emphasize that this is not
the same as controlling news on the internet and other written media.”

Concluding remarks

Denmark has within the last 2-3 years experienced flows of propaganda,
especially on social media, as well as cyber-attacks that targeted the core
narrative of Danish society. The upcoming defence budget is therefore
expected to be concerned with issues of cyber defence, disinformation,
fake news and Russian propaganda. In addition to the defence budget,
other initiatives have been developed to manage the ongoing challenges. It
is important that the conflict related to the spread of fake news is handled
on Denmark’s own condition. The core narrative of the government, minis-
tries and companies is essential for counteracting disinformation campaigns
and fake news initiated in Russia. The Danish government has established
an interdepartmental taskforce to help and cope with disinformation on
Denmark. This taskforce is a mix of three ministries and intelligence
agencies. Denmark needs to keep up with bilateral and international coope-
ration to be able to counter the cyber-attacks, disinformation, fake news and
propaganda coming from Russia and Russian media. With these initiatives
the Danish government is seeking to resist the Russian propaganda efforts of
disinformation and fake news.

% Hebsgaard, T. (23.03.2017.). Rusland inficerer os med misinformation. Her er modgiften.
Zetland. Retrieved (30.09.2017.) from: https://www.zetland.dk/historie/s8RVNypb-ae6XddK5-34b80
¥ Mchangama, J. (31.01.2017.). Lad os bekrige de falske nyheder. Forste traek: Forsta, hvordan
de virker. Retreived (30.09.2017.) from: https://www.zetland.dk/historie/sOKVXID6-aevm]36a-9698d
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The Russian propaganda influence on the European country societies and
particularly in Latvia is one of the most discussable topics. When facing
this multi-level and multi-way approach towards strategic communication,
one of the greatest challenges for countries is not to just realize and
ascertain various propaganda techniques, but to claim clear, measurable
indications for its realized consequences, and to offer possible counter-
reaction models. In this context, it is more complex to create a long-
term vision for a proactive governmental actions, which would promote
the people’s resilience against foreign-oftered hostile interpretations of
reality. The aim of this article is not only to give a glimpse in Latvia’s, until
now, realized activities towards fighting propaganda, but also to try and
complement discussions of possible further actions, which would promote
the resistance of the Latvian society against foreign hostile attempts to
create harm to the country, its society and stability.

Keywords: education, Latvia, legislature, media, propaganda.

Krievijas propagandas ietekme uz Eiropas sabiedribam, taja skaitd ari
Latvijas, ir pladi apspriests jautagjums $o valstu dienaskartibas. Sastopoties
ar $ai propagandai raksturigo daudzlimenu un diverso formu pieeju, viens
no lielakajiem izaicinajumiem ir ne tik daudz identificét un aptvert dazadas
izmantotas tehnikas, cik atrast skaidrus, izméramus indikatorus tas seku
apméra noteik$anai un piedavat iespéjamos pretreakcijas modelus. Saja
konteksta ir daudz sarezgitak izstradat ilgtermina viziju tadai parvaldes



Addressing Russian Propaganda. Experience of Latvia: From Fact Recognition to Proactive Actions 47

ricibai, kas veicinatu iedzivotaju izturétspéju pret no arpuses piedavatam
naidigam realitates interpretacijam. Raksta mérkis ir ne tikai sniegt ieskatu
lidz $im realizétajas aktivitatés, kas vérstas uz propagandas apkaro$anu,
bet ari méginat papildinat diskusiju par talakam iespéjamam ricibam, kas
varétu veicinat Latvijas sabiedribas izturétspéju pret aréjiem naidigiem
meéginajumiem negativi ietekmét valsts un tas sabiedribas stabilitati.

Atslégvardi: izglitiba, Krievija, Latvija, likumdo$ana, mediji, propaganda.

The Russian propaganda influence on the European country societies
is one of the most discussable topics not only among national administra-
tion and safety institutions, but also in public space and academic environ-
ment. Referring to its created informative threats is such an often occurrence
that one can sometimes even sense an impression of a certain banality and
overuse. Yet, contemporary safety issues, both at a local and international
level, make men regard propaganda over and over again as one of the most
serious modern forms of threat. However, trying to emphasize these threat
sources, Russia will be one of the most mentioned countries. It is not sur-
prising, taking in consideration that the political regime of this country has
successfully modernized the messages and their manipulative forms meant
for foreign societies by actively using various information and misinforma-
tion techniques. As the most actively used channels, one can mention televi-
sion, internet and other social media, which let one to adapt the content and
forms accordingly to the necessary place and situation.

The “Kremlin-made” informative system includes diverse media and
other form of information broadcaster network, a most diverse message,
more likely even an entirety of variously interpreted reality with a fuzzy
structure. Accordingly, in praxis, it is much more complicated and broader
than the activity listings that are covered by such complexes and western-
based macro concepts as information war or propaganda. Moreover, one
must remember that, basically, Russia is not only introduced information,
in praxis, as a new form of warfare, but also has given the concept of
“information warfare” a status of a full-fledged school of theory’, thus clearly

! Darczewska, J. (2014). The Anatomy of Russian Information Warfare. The Crimean
Operation, A Case Study. Point of View, No.42, 05/2014, p. 7.
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demonstrating such means of foreign activity significance in modern Russia’s
foreign policy and its will to develop its capacity for the realization of such
form of communication.

When facing this multi-level and multi-way approach towards strategic
communication, one of the greatest challenges for countries is not to just
realize and ascertain various propaganda techniques, but to claim clear,
measurable indications for its realized consequences, and to offer possible
counter-reaction models. In this context, it is more complex to create a long-
term vision for proactive governmental actions, which would promote people
resilience against hostile interpretations of reality offered from abroad.

Since the beginning of the crisis in Ukraine, realizing the current inter-
national background, and pressure coming from the East, Latvia has made
developing the resistance of hostile foreign information campaigns as one of
its strategic goals. As a result, not only has it invested more in raising capacity
for its physical defence capabilities, but also seriously resurveyed its attitude
towards the media and digital space, as well as the place and role against the
realization of propaganda towards the country. One must admit that consi-
derable success has been reached. Its experience demonstrates several stories
of success on several activities — starting with individual initiatives aimed
at revealing false information, continued with the promotion of long-term
strategy development for citizen media literacy and critical thinking. At the
same time, these stories of success have marked the basic challenges which
we are bound to face, the lessons to be learned, and future prospects. Con-
sequently, the aim of this article is not only to give a glimpse into Latvian,
until now, realized activities towards fighting propaganda, but also to try and
complement discussions of possible further actions which would promote
the resistance of the Latvian society against foreign hostile attempts to create
harm to the country, its society and stability.

Initializing such discussions and keeping them relevant is significant
due to several reasons. Firstly, it is connected with the necessity to maintain
constant surveillance over the activities carried out by Russia especially
considering the fact that an intensification of various propaganda messages
can be seen. Secondly, it is important to realize the necessity to overview
and develop the carried out media politics, which have been found to be
incomplete. Thirdly, the strengthening of society resilience as a whole is
fundamentally important for the sustainable provision of its welfare.
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The structure of the article consists of several sub-chapters-fields of
society life in which The Republic of Latvia has carried out a certain set of
activities to abolish the consequences of the Russian-realized propaganda.
These are: legislation and politically strategical decisions; media space; educa-
tion; research; the national safety authorities; international collaboration;
civic society initiatives, whereas the conclusion will consist of illustrations
and conclusions about what has been achieved, as well as offer possible
further action models in order to develop implemented strategies.

Legislature and key strategic political documents

The production and legislation of strategic documents are fundamental
fields, which demonstrate the political will to change something, while
simultaneously serving as a basis to almost every significant transformation
in public administration, foreign politics and other government-controlled
spheres. Accordingly, taking into consideration the above described circum-
stances, it is not surprising that in the past years, it was exactly here, where
the carried out activities are pointed towards addressing the growing infor-
mative threats.

As one of the most significant initiatives that can be mentioned are the
changes made in the criminal law in 2016. Their initiating was connected
with addressing the potential hybrid threats. In fact, no changes were made
in the law section “crimes against the country” since 1999, moreover, the
regulation that existed was one of the weakest among the countries of the
EU and NATO. That is why it was vital to make additions and improve-
ments, which would define the regulation towards the above mentioned.
The edited law foresees changes in the penalty section, which are connected
with fines for an illegal claim of the state secret, as well as turning against
the republic of Latvia, spying and helping a foreign country in such actions.
Publicly, this initiative made broad discussions connected with boundaries
over freedom of speech, and repressions that might occur against the media
representatives. However, it is almost impossible to find evidence that these
concerns could be valid. Meanwhile, as the director of The Constitution
Protection Bureau of the Republic of Latvia, Janis Maizitis has acknow-
ledged, it is due to these changes that broader opportunities have come up
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in legislation to turn against persons who have committed actions against
the state.?

Another example is the Electronic Media Act?, in which several signifi-
cant changes have been made. Firstly, according to the law additions which
have come into force by this year’s July 1* it is determined, what kind of
television channels, and in which order they should be included in the popu-
lar TV channel packages, as well as which programmes will not be translated.
Steps have also been taken to limit the broadcasting of the illegal television
content. It is intended that these legislation initiatives will help to arrange
the electronic media market in Latvia, including limiting the harmful
message distribution among the citizens of Latvia, and against the country’s
and Europe’s safety in general.

The described legislation initiatives are not the only activities carried
out by the decision makers. Along those, one can also mention several
strategic documents of political planning, which have been made by taking
into consideration the informative type of threats. For example, the medium
term policy planning document Media policy guidelines 2016 - 2020*, made
by the Ministry of Culture, is a cornerstone for particular tasks and events
for the development of media space. The ways, for which the improvements
are meant are: diversity of media space; quality and responsibility of media
space; education of the professionals of the media space, the competence
and safety capacity of media space. These means are clearly subordinate to
the governmental media policy goals, which include such media content
provisions that would be qualitative, independent, trustworthy, and suitable
for the greater good of Latvian society.

The Ministry of Transport has developed the project of the Electronic
communication industry plan 2017 — 20209, which has been sent for further

2 Raudseps, P. (2017). Interview with Janis Maizitis. Valsts neatteiksies no slepenam
metodém. Magazine /r, No.17/18 (366/367), 27.04. - 10.05. 2017., pp. 16-17.

* See: Elektronisko plagsazinas lidzeklu likums. Retrieved (10.10.2017.) from: https://likumi.
Iv/doc.php?id=214039

* See: Mediju politikas pamatnostadnes 2016. — 2020. gadam. Retrieved (10.10.2017.) from:
https://likumi.lv/doc.php?id=286455

*> Ministry of Culture of the Republic of Latvia. Mediju politika. Retrieved (10.10.2017.) from:
https://www.km.gov.Iv/lv/mediju-politika/mediju-politika

¢ See: Ministry of Transport of the Republic of Latvia. The project of plan “Elektronisko
sakaru nozares politikas plans 2017.-2020.gadam”. Retrieved (10.10.2017.) from: http://tap.mk.gov.
Iv/lv/mk/tap/?pid=40434028
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reconciliation in August. The plan has been developed due to the necessity
for new and short-term planning challenges, updating it for the current
issues and adjusting it for Latvia’s long-term development strategy till 20307.
Adjusting is also necessary for the EU legislation and planning documents
because the electronic communication industry is one of its subordinate
sectors. This is especially relevant due to the initiative made by the Euro-
pean Commission to review the current regulation and to create a unified
Europe’s Electronic Communication Codex.

In the 1** quarter of this year, The Minister of Foreign Affairs published the
annual report of the achieved and intended for the countrys’s foreign policy and
EU questions, which could be considered as a short-term policy planning
document, as it also outlines the ministry’s position regarding the current
international environment challenges. Particular attention has been dedicated
to the so called hybrid threats. They have gained an undivided state of
readiness by the country, in both, a national way and with partners at the
international level, in order to strengthen the means to counter the threats.
Accordingly, cyber-safety and strategic communication have been named as
top priorities. In order to achieve the planned, especially highlighted is the
following work on the EU Audio-visual media service directive promotion
report with the aim of achieving an effective and easy-to-overview regula-
tion in the field.®

The examples of the approved legislation act and political planning
documents are considered as a clear signal from the decision maker’s side.
They demonstrate the political will to achieve results not only in the fight
with Russias current political regime makers creating short-term and
middle-term challenges in the informative space, but also to strengthen the
Latvian society’s overall resistance against possible issues of such kind.

7 See: Ministry of Inveronmental Protection and Regional Development of the Republic of
Latvia. Sustainable Development Strategy of Latvia until 2030. Retrieved (10.10.2017.) from: http://
www.varam.gov.lv/lat/pol/ppd/?doc=13857

® Ministry of Foreign Affairs of the Republic of Latvia. (2016). Arlietu ministra ikgadéjais
zinojums par paveikto un ieceréto darbibu valsts arpolitika un Eiropas Savienibas jautajumos.
Retrieved (10.10.2017.) from: http://www.mfa.gov.lv/arpolitika
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Media Space

The mass media space is the zone, in which the propaganda broadcas-
ting channels are being outlined. It is exactly because of this, that the parti-
cular space is considered as critically crucial. Reviewing Latvia’s situation,
it is possible to conclude that, overall, it has a liberal, a free-market based,
functional media environment. Several actors operate in its setting — those
who can be defined as government institutes, and those which are non-go-
vernmental, whose work is being controlled by other countries. One, here,
can particularly mention the actively and broadly represented media, finan-
ced and supported by Russia. Accordingly, from one side can be considered
as the strength and considerable support for the democratic society of this
media space, simultaneously, also carries weaknesses. Moreover, those weak-
nesses are used by the opposite side, in order to carry out activities aimed
towards undermining the stability in our state’s security.

As an example of such a partly democratic and liberally based market
characteristic used to carry out opposing interests, it is possible to mention
the fact that the Latvian television audiences are being offered diversified
television content, accordingly to the market demand. This offer, of course,
includes Russian television channels. Some of them are so popular among
the viewers that they clearly surpass the others. This also applies for the lar-
gest telecommunication company and the most popular TV programme sup-
plier, whose co-owner is the country itself - Lattelecom. As a well-founded
finding, pointed out by Andis Kudors, Latvia is fighting Russian propaganda
from one side, and the partly government-owned company is transmitting
several main Russian TV channels from the other.® Furthermore, the matter
is that the channels broadcasted are broadly recognized as the basic propa-
ganda channels, used in Russia.

At the same time, it is necessary to point out that certain progress has
been achieved even in this field. For example, in the spring of 2014, The
National Electronic Mass Media council took a decision to ban the broad-
cast of the Russian television channel RTR Rossija, in Latvia, for 3 months.
A conclusion served as the basis that in March, 2014 one could notice an
international event interpretation, very tended and suitable for Russia;

° Kudors, A. (2017). Latvia — Russia Relations: the Cool Stability. In: Latvian Foreign and
Security Policy. Yearbook. Eds. A. Spruds et.al. Riga: Latvian Institute of Foreign Affairs, p. 136.
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it consisted of military aggression excuse and war propaganda towards a
sovereign state — Ukraine, being in contradiction with the Electronic Mass
Media Law. A step like this, in Latvia was taken again in 2016, which ended
in a broadcast ban for 6 months. Argument - during 2015, several service
directive violations were found based on the Mass Media law and EU audio-
visual law, mostly connected with hatred incitement and calls to war.

In both cases, the mentioned decisions were ambiguously perceived
at national and international scale. These steps, carried out by Latvia and
Lithuania, have made broader discussions about, whether such restrictions
are considered suitable instruments in fight against Russian propaganda.
Based on these discussions, a question arises — whether, in such a way, pre-
cedents for media freedom restrictions are not being made, and because of
that, could it not have been interpreted as a contradiction against European
core values. It is also questioned, whether in such coming events, and despite
the bans, viewers would not rather choose to watch the same channels using
different methods and alternatives. The possibility of such actions is also
proven by the fact that now, in Ukraine, particularly in its eastern territory,
many people choose Russian television by using a satellite antenna, internet,
or any other difficult-to-monitor connections. The result clearly shows that
certain channel bans are more of a short-term step of despair, in order to
demonstrate the red lines to the opposite side. Yet, when looking at long-
term solutions, one must conclude that until now, a clear recipe on how to
act in such situations has not been offered, taking into consideration that
rule of law is considered as one of the cornerstones for European democracy.

A little less resistance was made with the decision to block the Latvian
internet domain for the news portal Sputnik. However, the following news
portal’s re-registration in another country’s jurisdiction has again outlined
the challenges connected with the already mentioned audio-visual media
directive’s pointed restrictions for the responsible national institutions to
carry out active actions for a full-fledged content restriction or fining accor-
ding to the medium, which is situated in another countries jurisdiction. This
basically means that the directive’s changes, particularly described in the
previous chapter, would be very important. Yet, until that moment, Latvia’s
possibilities in this field could be limited.

One of the aims pointed out for the provision of a qualitative and
diverse medium in the Russian language, is connected with an alternative
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to its offered content and the creation of media programmes. In this case,
several alternatives have been discussed in Latvia, in the past few years. Yet,
none of them have been fully carried out. The idea of a special national tele-
vision channel for Russian-speakers can be mentioned as an example. Still,
back in November 2016, the chairman of the National Electronic Mass Media
council, Dace Kezbere, announced that in case if financing would be found,
in 2018 it is planned to create a separate interactive channel for Latvia’s
Russian-speaking audience.'* However, an impression is rising that in addi-
tion to a lack of finances, several other reasons have delayed realization of
this initiative, among them can be mentioned such reasons as, for example,
disagreement, and a comparatively low interest among the decision makers,
as well as expert views on that the development of such a channel would
make a negative impact on the country’s media space." Yet, the surveyed
journalists had expressed confidence that one or the other side’s (Latvian
and Russian-speaking) successful media transfer to the opposite audience
is “mentally impossible”'? Taking into consideration the above mentioned
factors, for the moment, Latvia has temporarily refused making a special
channel for the Russian-speaking audience. A similar fate has also crossed
the idea about a regional television channel, which would be developed for
the Baltic Russian-speaking audience.

Ignoring the described problematics, progress can be noticed in some
aspects. For instance, several Latvian commercial television channels do not
use Russian-made entertainment shows, but equivalent versions that are shown
in Ukraine. A replacement policy of such kind is considered as more effec-
tive than restrictions or channel ban from the oftered channel packs. Thus, by
step-by-step diversifying and changing of the offered content it is possible to
change the audience viewing habits and tastes if such an intention exists.

According to the government’s stated positions, the diversity of jour-
nalistic, on a national scale, should be pointed out. For now, it exists in a

10 Latvijas Avize (30.11.2016.). NEPLP televizijas kanalu krievu valoda plano 2018.gada.
Latvijas Avize. Retrieved (10.10.2017.) from: http://www.la.lv/neplp-televizijas-kanalu-krievu-
valoda-plano-2018-gada/

! Putnis, R. (2016). Latvian Media Policy. Responses to the Foreign Information Threat.
Resisting Foreign State Propaganda in the New Information Environment: The Case of the EU, Russia,
and the Eastern partership Countries. Riga: Brivibas un Solidaritates Fonds, p. 150.

12 Veinberga, S. (2010). Mediju misija. Preses attistibas tendences Latvija péc valsts neatkaribas
atjaunoSanas (1990-2010). Riga: Zvaigzne ABC, pp. 118-119.
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certain way, however, the fundamental differences that make themselves
noticeable, are found in the content, ideology, and the offered daily routines.
Yet, these evaluations of differences, as discovered in a research conducted by
the Latvian Institute of Foreign Affairs, often are the same as the journalist
ethnicity/nationality and the organizations identity, which is closely connected
with its owner or political belief. But those journalists, who believe that it is
not necessary to dissociate one self, accordingly connecting one’s profession
with the battle over ethnic or linguistic interests, and becoming a non-critical
supporter of one’s own party. At the same time, it must be pointed out that
the impression on that, which matches the society’s interests, and what kind
of news the representatives of this society await, is mostly based on several
author subjective interpretations. For example, as the Latvian Institute of
Foreign Affairs researchers state, “the presumption that the Russian-material
reading audience should be offered more news from Russian sources and
events, is based on the until-now praxis, but the analysis of internet user
interests does not prove that”® Overall, the Russian-speaking citizens, the
same as Latvians, are more interested in local news and events.

The above mentioned problematics, connected with the previously
mentioned lack of unified journalism serves as a base for the fact that there
are constant difficulties for those, who work outside to gather an inner
demand of clearly defined profession norms and values." As a result, for the
moment, we are speaking of a situation when there is no quality and compe-
tence self-regulators in Latvian media space. The currently existing organiza-
tions — National Electronic Mass Media Council and a couple of profession
associations do not provide this function. To solve this, several possible
scenarios have been offered. This is affecting both: the development of
a unified ethics and morale codex, and the establishment of a professional
Ombudsmen Institute. According to the Ministry of Culture’s realization plan
of Latvias media politics guidelines 2016-2020, the mentioned activities
are meant to be carried out in the applied political planning span. The plan

» Andzans, M., Bruge, I, Daugulis, M., Rozukalne, A. (2016). Latvijas plassazinas lidzek]u
noturiba pret citu valstu vestijumiem: Krievijas faktors NATO 2016. gada Varsavas samita konteksta.
Zin. Red. A. Sprds. Riga: Latvijas Arpolitikas Institats, pp. 10-11.

14 Sulmane, 1. (2010). Neatrastds identitdtes? Latvijas dienas laikrakstu zurndlisti politikas,
ekonomikas un kultiiras lauku ietekme. Riga: Latvijas universitates Socialo un politisko pétijumu
institats, p. 116.
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foresees to make professionalism development events for journalists, and
includes the association of representatives of higher education, as well as
other events. Therefore, which leans towards collaboration with the specific
field experts and among media sphere professionals in order to promote and
strengthen the development of the according life-long education.

Although several experts have a rather critical stand against the profes-
sionalism of media space, some examples of a good praxis still exist. One
can speak about both: qualitative analytical journalism and journalism that
supports countering propaganda. For example, the National Television of
Latvia offers a show called “Theory of Lies”, which unmasks the Russian
propaganda tricks, fake news and other similar informative activities. Such
activities are quite significant, taking into consideration that the Latvian
society, overall, has a low level of media literacy", and what is important
here - people are waiting support for its development right from the media.'

That particular media environment field, in which no improvements
currently have been made, and/or nobody has made an effort to develop one,
is media ownership transparency. And although it is considered as seeming
vulnerable, the current tendencies do not show signs that changes could be
implemented in the nearest time. Both, this mentioned problem and several
similar ones are quite often connected with the insufficient democratic expe-
rience of the media space and the financial and political interests of the true
owners.

Education system, Think tanks and NGO’s

Education is one of the key spheres not only in strengthening societal
resistance in an informative threat context, but for developing overall resilience.

15 According to SKDS, 53 % of inhabitants of Latvia agree that the influence of fake news is big
or rather big. And only 44 % think that they can recognize fake news . Source: LETA. (19.05.2017.).
SKDS: Viltus zinu ietekme uz Latvijas sabiedribu varétu but diezgan liela. Diena. Retrieved
(10.10.2017.) from: https://www.diena.lv/raksts/latvija/zinas/skds-viltus-zinu-ietekme-uz-latvijas-
sabiedribu-varetu-but-diezgan-liela-14172463

!¢ According to the Latvijas Fakti 35 % of inhabitants of Latvia would like to know more about
media literacy and 85 % would prefer media as a source of educational information about it. Source:
Latvijas Fakti. (2017). Latvijas iedzivotaju medijpratiba. Retrieved (10.10.2017.) from: https://www.
km.gov.lv/lv/mediju-politika/prezentacijas-un-petijumi
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Critical thinking, media literacy and information literacy are considered as
key spheres here, which are necessary to carry out when thinking in long-
term spans. Unfortunately, currently no one offers a systematic media literacy
education in Latvia.'” However, it is necessary to acknowledge that consider-
able progress has been made in a relatively short time span. The undergoing
event set includes quite a broad spectrum of activities. Among them, one
can mention broad reforms in the education sphere; teacher, librarian,
youth case specialist and others included in the youth education training;
a separate, special education funds development; support for lecturers in
media literacy and its promoting projects.

Reviewing what is already achieved, it can be concluded that, overall,
considerable progress has been achieved in the education system regarding
the highest political and institutional level, as well as higher education estab-
lishment levels, especially regarding higher pedagogical education. Currently
the state is undergoing a broad education reform, which oversees the possib-
ility to gradually turn to a competence based education. According to the
data of the State Education Content centre, some active work has been under-
gone regarding the mentioned education model development and appro-
bations. Such an outline on the students to use the gained knowledge in
praxis also includes critical thinking, and the ability to evaluate information
sources and their offered news and messages. Along the above mentioned,
national education is also emphasized.'"® However, certain doubts arise due
to teacher levels of competence and the practical level of skills in schools,
raising questions about whether the desired changes will make an impact on
the desired level and reach out to pupils and students.

State education and other public administration establishments are
not the only ones that participate in educating and raising public awareness

17 Lo¢mele, K. (02.09.2016.). Medijpratiba: skaidrojums un piemeri, kapéc ta nepieciesama un
kapéc to apgit. Ministry of Culture of the Republic of Latvia. Retrieved (10.10.2017.) from: http://
jaunatne.gov.lv/sites/default/files/web/Lejupielades/2016/kmprez_medijpratiba_jauniesiem_2_
sept_2016.pdf

'8 Regulation of the Cabinet of Ministers of the Republic of Latvia No. 480. Izglitojamo audzi-
nasanas vadlinijas un informacijas, macibu lidzeklu, materialu un macibu un audzinaganas metozu
izvértésanas kartiba. Retrieved (10.10.2017.) from: https:/likumi.lv/ta/id/283735-izglitojamo-
audzinasanas-vadlinijas-un-informacijas-macibu-lidzeklu-materialu-un-macibu-un-audzinasanas-
metozu-izvertesanas
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in youth and society as a whole. A significant role is also played by think
tanks and other institutes of the society. As one of the seemingly successful
think tank principle examples is the carried out activities of the research
journalism centre “Re: Baltica” This think tank has not only been capable
of offering quality research, which unmasks the influence and carried out
propaganda of the Russian political regime and its actors in Latvia, but
also effectively forwarded this information to broader society, thus making
public discussions about it and making the problematics relevant. In addi-
tion, this centre has also participated in other publicly significant activities.
For example, there currently is an exposition of a tool, capable of recognizing
fake news.” Along the already mentioned Research Journalism centre, one
can also mention some regionally recognizable think tanks like the Latvian
National Defence academy’s subordinated Safety and strategic research
centre, the Centre for International studies, and the Centre for East European
Policy Studies.

If the base for the think tank is pointed towards research, then the
non-governmental sector actively participates in informing society and
educational events via the realization of various projects. As a successful
example, one can mention the Baltic Media Centre of Excellence, which
positions itself as a platform for the development of smart journalism in
the Baltics, Eastern partnership countries and other regions. Its ways of
operation: the promotion of journalist professional growth, strengthening
of critical thinking and promotion of the media consumer competences
with the aim to achieve positive changes in the media space and in society
as a whole.” Overall, looking at the existing organization web, which is rai-
sing public awareness about propaganda issues and working with media
information literacy as well as critical thinking, is broad enough and
capable of covering not only the pupil and youth audiences, but also other
layers of society.

¥ LSM. (15.08.2017.). «Re:Baltica» veidos riku viltus zinu atpaziSanai. LSM. Retrieved
(10.10.2017.) from: http://www.lsm.lv/raksts/zinas/latvija/rebaltica-veidos-riku-viltus-zinu-
atpazisanai.a246691/

2 Baltic Centre for Media Excellence. (2017). Par mums. Retrieved (10.10.2017.) from:
https://baltic.media/about
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Other activities to prevent and combat propaganda
consequences

The above mentioned does not include all the activities and actors, who
are actively participating in Russian information campaign, including the
prevention and combat of the consequences of propaganda activities. In this
subchapter, a discussion of more active actors and other separate success
stories will take part. Accordingly, they represent different spheres of society
and perform different functions.

First of all, it refers to the international cooperation implemented by
the state. At the international level, Latvia has so far been actively involved
in addressing Russian propaganda in several formats. Ojars Eriks Kalnins,
Chairman of Foreign Affairs Committee of the Parliament of the Republic
of Latvia, has pointed out that “Latvia has taken a leading role in strategic
communications, both in NATO and European Union”?! He talks about two
initiatives realized by the Latvian government. The first one is The Centre
of Excellence for Strategic Communications, which was established in Riga
in 2014. Another - proposed idea of having similar institutions within EU
network in 2015 during the presidency of Latvia. And since the Latvian idea
was quite well received, the EU Eastern StratCom Task Force was estab-
lished.” Over the past few years, significant progress has been made in both
of these institutions, but undoubtedly, Latvia plays one of the central roles
in the first institution, not only by co-financing individual initiatives imple-
mented by the Centre, but also by involving local researchers and offering
expertise.

However, they are undoubtedly not the only formats in which the Latvian
state acts to combat or, as a minimum, make the influence of Russian pro-
paganda relevant on societies in Europe and the West as a whole. An exam-
ple of this type of successful international cooperation is the annual “Riga
Conference” organized by the Latvian Transatlantic Organization in coopera-
tion with the Ministry of Foreign Affairs and other governmental, non-govern-
mental and international organizations are mentioned. Within it, annually,

2! Kalnins, O. E. (2016). Latvia 2017: Seeking Security Through Principled Pragmatism. In:
Latvian Foreign and Security Policy. Yearbook. Eds. A. Spruds et.al. Riga: Latvian Institute of Foreign
Affairs, p. 14.

2 Ibid., pp. 14-15
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high-level politicians, officials, academics, representatives of the non-govern-
mental sector and business structures arrive in Riga with the aim of discussing
major foreign policy issues and international challenges. In the last three years,
Russia and its hybrid threats have appeared as one of the most urgent topics
discussed.

Secondly, as an example of successful counterpropaganda, one can
mention the strategic communication of the Ministry of Defence on topical,
information related issues with Russia. During the past year, several events,
related to national defence, have taken place and have received a special place
in Russian propaganda, such as the deployment of additional NATO forces
in the Baltics and Russias the military training Zapad 2017. In both cases,
the ministers responsible for communication, including The Minister of
Defence Raimonds Bergmanis, chose a successful timely, proactive commu-
nication tactic with the public, which resulted in its support of the defence
strategies chosen by the state and its allies. Another example of successful
communication with the public implemented by the Ministry of Defence
is information campaigns aimed at involving children and young people as
well as adults in voluntary military draft organizations — the Young Guard
and the National Guard. As a result, the number of people interested has
grown in the recent years® and the range of functions of these organizations
has been expanded accordingly. These include aspects of cyber security and
information security.

Thirdly, the activities of state security institutions can be positively
evaluated. Their activity and professionalism are one of the key elements in
ensuring the security of the state and its society within the broadest sense
of the term. This, to a certain extent, means that the function of these orga-
nizations also includes rising public awareness about the potential threats.
One way, such as the Latvian Security Police is to engage in this function,
is the Annual Report, published with the aim of highlighting the current
security threats in the country. Accordingly, one of the most significant

# During 2016 the number of national guards has increased by 900, but the overall number
of The National Guard in March 2017 was 7941. Source: Diena (21.03.2017.). Zemessargu skaits
palielinas, bet nav sasniedzis maksimalo iespéjamo. Diena. Retrieved (10.10.2017.) from: https://
www.diena.lv/raksts/latvija/zinas/zemessargu-skaits-palielinas-bet-nav-sasniedzis-maksimalo-
iespejamo-14168409
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elements of the report is the description of Russian propaganda as an
important challenge each year. It also describes the actors involved and their
directions of action. Without preventive activities, national security autho-
rities undoubtedly also carry out a repressive function, including certain
informative or hybrid threats as a whole. For example, on March 16, 2016,
during a procession of the Latvian Legionnaires, a former blogger, Graham
Phillips, working for the former propaganda channel Russia Today, was
arrested and subsequently expelled from the country for not complying with
the police.

Fourth, non-institutionalized civic initiatives are also mentioned along-
side the active work of public administration and security institutions as well
as organized non-governmental sector. For example, the so-called Internet
elves, who deal with the illumination and repression of propaganda spread
by the Russian Internet trolls, have gained international popularity and
recognition. In addition to these, there are several initiatives of a different
nature. Basically, they are all fragmented and do not form a unified system. It
is precisely this lack of system that is sometimes considered to be vulnerable
to the struggle against Russian propaganda.

Lessons to be learned

It is said that no one in the world has done so much for strengthening
NATO as Vladimir Putin. Perhaps something similar can be said about
Latvia. The list of activities mentioned above confirms that Latvia, in parti-
cular, has achieved remarkable results in the fight against Russian propa-
ganda, and also building societal resilience in general. It has mastered a
series of training in information campaigns that Russia has implemented
against Latvia, the Baltic States and the West as a whole, as well as the
Eastern Neighbourhood, especially Ukraine. This road has also highlighted
the basic weaknesses and challenges that need to be overcome. The vulnera-
bilities that can be identified are: low quality of generated and broadcast
messages; limited transparency on sources of media financing and ownership;
the division of society according to the linguistic principle; citizens have a
low level of trust in public administration institutions; underdeveloped media
literacy and critical thinking; the current educational system inconsistency
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with current trends. Another important lesson that has not yet been learned
is the ability to distinguish between the “real hand of the Kremlin” and the
apparent. And this is very important not only to find the most effective solu-
tion to the problem, but also because this failure is one of the advanced tactical
objectives of the informative war.**

Both the separation of appearances from reality and the maximum
accumulation of knowledge about the tactics used by the propaganda appa-
ratus will make it possible to understand the military system that Russia
operates. Moreover, since the network of propaganda has become increa-
singly complex and fuzzy, and includes not only governmental institutions
or institutions coordinated directly by the government, but also private
companies and a great number of other non-state actors, which are engaged
in creating, recreating and presenting information, the response should be
equally wide and systematic in its character. Political decisions, laws, and
planning documents must be completed with more comprehensive real
practice. This applies not only to the need for a unified national system
but also to more coordinated response at European Union level. In order
to counter Russian aggression, including informational, strong leadership
is needed, which can deliver a clear, direct strategic narrative. It must be a
simple, clear message that can be understood by different audiences. Such
a clear narrative is also needed at the national level. It has to be based on
the basic values adopted by society, which can then also become the main
motivating force in favour of the vision offered.

In addition to the creation of a strategic narrative and its successful
delivery to the public, effective communication as such is equally important.
As shown above, the communication campaigns carried out by the Minis-
try of Defence with various target audiences have yielded significant results.
One of the keys to ensuring the efficiency of today’s changing environment
is the timeliness of this communication and quick responses to the latest
propaganda messages. It is exactly the quick reaction and timeliness in inter-
preting that sometimes allows the overcoming of potential consequences.

Often, a not effective and fast enough response to the challenges
posed, is closely linked to the lack of knowledge and expertise among

# Malukevics, N. (2016). Interview with Egils Zirnis. Putins man dod darbu. Sestdiena, 11.-
17.03.2016., p. 17.



Addressing Russian Propaganda. Experience of Latvia: From Fact Recognition to Proactive Actions 63

public administration officials at different levels. Looking at the experience of
other countries®, one of the ways to build public administration awareness
is to work on educational programs for civil servants in order to introduce
them to the most popular and most dangerous forms of propaganda that
they may face in their daily routines. No less important is the development
of this type of competence and other competences for the development of
information literacy and critical thinking are among the educational staff at
all levels, given that these are the people, who work mainly with children and
young people.

Awareness distribution among community members is another key
component for successful resilience strengthening. To achieve this, it is neces-
sary not only to provide the existing support for research, which must work
to understand propaganda and its effects in targeted societies, and to offer
possible solutions to mitigate them. No less of an important factor in educa-
ting the public about informative literacy is the media. Only high professional
standards and stricter regulation of the media space (especially with regard
to the internet environment), the development and enhancement of common
values among professionals would achieve the desired effect both in the short
term and also in terms of sustainable development of society.

Additionally, it must be remembered that propaganda is very adaptive.
It takes contemporary, topical questions in the eyes of the inhabitants of a
particular society and uses it in order to undermine the overall stability of
the state. For this reason, promoting public confidence in public adminis-
tration institutes, eliminating national and racial hatred, raising people well-
being and other similar domestic-policy tasks simultaneously become the
guarantors of state security. For this reason, promoting public confidence
in public administration institutes, eliminating national and racial hatred,
raising pupils well-being and other similar domestic-policy tasks simulta-
neously become the guarantors of state security. It is precisely for this reason
that the construction of resilience of society begins with homework rather
than fighting with external, hostile, state and non-state actor messages.

% For example, in Sweden special educational programs for the members of governement are
conducted about the possible propaganda manifestations they might face.
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Kop$ 2014. gada istenotas Krimas okupacijas un vardarbiga konflikta
sakuma Austrumukraina daudz tiek diskutéts par hibriddraudu ietekmi
un to izraisitajam sekam. Raksta uzmaniba tiek pievérsta dezinformacijas
jédzienam un ta lomai Rietumvalstu un to stratégisko pretinieku sav-
starpéjas attiecibas. Demokratiskajas valstis ir ierobezotas iespéjas pret-
darboties dezinformacijai varda brivibas principa dél. Tomeér pieaugosas
Krievijas dezinformacijas izplatibas dé] rodas nepieciesamiba veikt darbibas,
lai pielagotos jaunam dezinformacijas véstjjuma pasnieg$anas metodém.
Pédéjos gados ir izveidotas tadas institiicijas ka NATO Stratégiskas
komunikacijas izcilibas centrs, Eiropas Savienibas Aréjas darbibas dienesta
Austrumu stratégiskas komunikacijas vieniba, ka ari batisku pienesumu
sniedz Praga bazéta nevalstiska organizacija — domnica European Values —
un Kijeva izvietota sabiedriski aktiva organizacija StopFake.org. Raksta
aplakots viens no spilgtakajiem Krievijas dezinformacijas piemériem -
Lizas gadijums - un minéto organizaciju reakciju uz to.

Atslégvardi: dezinformacija, Eiropas Aréjas darbibas dienests, European
Values, Krievija, NATO Stratégiskas komunikacijas izcilibas centrs, pro-
paganda, StopFake.org.

Since the illegal occupation of Crimean peninsula in 2014 and the

emergence of violent conflict in the Eastern parts of Ukraine, hybrid
threats and the consequences they cause have been highly discussed. The

! Raksts tapis uz magistra darba “Rietumvalstu pretdarbiba dezinformacijai” pamata.
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main focus of this publication is dedicated to the term disinformation and
its role in relations and interactions between the West and their strategic
opponents. The freedom of speech, being one of the base principles
of democracy, is a phenomena that paradoxically limits the tools for
countering disinformation. As the intensity of disinformation campaigns
carried out by Russia have grown significantly during the recent period of
time, there is a growing necessity to provide adequate counter measures
suited to address the new disinformation methods. During the recent years
the West have established several institutions, like the NATO Strategic
Communications Centre of Excellence, and the EU External Actions
Service’s East StratCom Task Force. Contribution of non-governmental
organisations, like European Values think-tank based in Prague, and socio-
political organisation StopFake.org based in Kyiv, have also been of great
significance for analyzing this matter. This publication covers one of the
best-known Russian disinformation cases — the Lisa case, focusing on the
reaction of the Western institutions to it.

Keywords: disinformation, European External Action Service, European
Values, NATO Strategic Communications Centre of Excellence, pro-
paganda, Russia, StopFake.org.

Ievads

Pédéjo tris gadu laika Krievijas istenotas dezinformacijas kampanas,
véstijumi un metodes vairs nav parsteigums, bet gan dala no pieaugosas
spriedzes starp Rietumvalstim un austrumu kaiminu. Ta¢u nav pietiekami
apskatits, vai un kada veida notiek pretdarbiba Krievijas ricibai. Lai noskaid-
rotu, vai ir vérojams, ka Rietumvalstu institaicijas (ar Rietumvalstim $1 raksta
konteksta tiek saprastas Rietumu informacijas telpai piederigas valstis un
to institdicijas), kuru kompetences joma ietilpst dezinformacijas identificé-
$ana, atspékosana un pretdarbibu veiksana, lai ierobezotu dezinformacijas
izplatibu, veic uz vienotu izpratni balstitas darbibas, raksta aplukosim $adas
institiicijas: 1) Riga, Latvija bazétas Ziemelatlantijas liguma organizacijas
(NATO) Stratégiskas komunikacijas izcilibas centru; 2) Briselé, Belgija izvie-
tota Eiropas Savienibas (ES) Aréjas darbibas dienesta Austrumu stratégiskas
komunikacijas vienibu; 3) Praga, Cehija bazéto nevalstisko organizaciju -
domnicu European Values; 4) Kijeva, Ukraina izvietoto sabiedrisko organi-
zaciju StopFake.org. Par pamatu $o organizaciju darbibas salidzinajumam
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esam izvélgjusies ta saucamo Lizas gadijumu. Pirmaja sadala definésim
dezinformacijas jédzienu, uz kura interpretaciju balstisies gadijuma izpéte
un tas analize. Otraja nodala isuma ieskicésim pasa Lizas gadijuma butibu un
ta izraisitas sekas dazadas valstis. Turpmakajas nodalas apskatisim minéto
¢etru organizaciju reakciju uz $o gadijumu.

Dezinformacijas jédziens

Lai ari latvie$u valoda ar terminu ‘dezinformacija’ tiek saprasta jebkura
veida informacija, kas a priori vai péc analizes veiksanas nav uzskatama
par izsmelo$u, anglu valoda vardam ‘dezinformacija’ ir iespéjami divi for-
muléjumi - misinformation un disinformation. Ar terminu misinformation
tiek saprasta nepatiesa vai nepareiza informacija, atseviski neizcelot to, vai
ta tiek izplatita apzinati vai neapzinati, un neprecizéjot, vai tas nepatiesums
ir §is informacijas autoram, apkopotajam vai izplatitajam zinams.? Savukart
termins disinformation tiek saprasts ka nepatiesas vai nepareizas informacijas
izplatiSana ar mérki maldinat auditoriju, tatad §is darbibas tiek veiktas apzi-
nati, informacijas autoram vai apkopotajam mérktiecigi izplatot maldinos$u
informaciju.® Si raksta ietvaros varda ‘dezinformacija’ tulkojumi misinforma-
tion un disinformation netiek atseviski izdaliti, aplikojot dezinfomaciju
ka nepatiesu vai nepareizu informaciju neatkarigi no ta, vai ta tiek izplatita
apzinati vai neapzinati, jo meérkis nav identificét konkrétas dezinformacijas
piederibu vienai vai otrai grupai, bet gan noskaidrot Rietumvalstu pret-
darbibu nepatiesai informacijai.

Dezinformacija, nesaskaroties ar pretéju informacijas plismu, kas sniedz
objektivu un parbaudamu informaciju, var izraisit maldigu sabiedribas
realitates uztveri. Lai ari tradicionali pretdarbiba dezinformacijas izplatisa-
nai ir tikusi saistita ar objektivas informacijas véstijuma snieg$anu apmeéra,
kas nomaktu dezinformacijas plismu, jo izmantojamo informacijas neséju
spektrs ir bijis ierobezots un apzinams (piemeéram, laikraksti, radio un tele-
vizija, skrejlapas), 21. gadsimta sakuma informacijas plisma no dazadiem
gruti izsekojamiem avotiem ir palielinajusies vairakkartigi, turklat dazadas

2 Cambridge Online Dictionary. Izgats (02.10.2017.) no: http://dictionary.cambridge.org/
dictionary/english/misinformation

> Cambridge Online Dictionary. Izgtts (02.10.2017.) no: http://dictionary.cambridge.org/
dictionary/english/disinformation?q=disinformation-+
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izmantotas platformas un informacijas sniegSanas metodes apgrutina vis-
aptverosu pretdarbibu dezinformacijas izplatibai un eventualai sabiedribas
izpratnes par realitati izkroplo$anai.

Dezinformacijas izplatiSana ir manipulativas darbibas, kuru rezultata
caur vairaku pakapju informacijas plismas limeniem maldiga informacija
tiek pasniegta mérkauditorijai, izmantojot gan autoritativus, gan dezinfor-
macijas izplatitaja raditus skietami autoritativus sakaru kanalus, pieméram,
medijus. Sadu darbibu mérkis ir radit sabiedriba maldigu priek3statu par
notieko$ajiem procesiem, ka ari veidot sev labvéligu un pretiniekam nelab-
véligu sabiedrisko domu.

Lai spétu efektivi pretdarboties dezinformacijai, ir nepiecieSams izprast
§1 fenomena butibu, ta nozimi visparéja propagandas izplatiSanas sistéma,
izmantotas metodes, sniegtas informacijas elementu savstarp&jo korelaciju,
ka ari dezinformacijas kodolu, no kura ta izriet un kas lielakoties ir legitims
fakts, kas mérktiecigi tiek papildinats ar maldino$u un manipulétu veésti-
jumu. Pretdarbiba dezinformacijai ir nepiecieSsama un ir seviski nozimiga
informacijas laikmeta, kad katram individam ir specifiska un unikalas uzbi-
ves informacijas plisma un informacijas telpa, kura tas atrodas. Pretdarbibu
veiksana attieciba uz dezinformaciju ir ipasi aktuala pastavosaja geopoli-
tiskaja situacija, kur Rietumu informacijas sabiedriba ir paklauta butiskam
stratégisko pretinieku dezinformacijas spiedienam.

Dezinformacijas apkaro$anas sakuma posms ir rodams valstu vai valstu
bloku politiskas elites limeni, kura politiskajai elitei ir nepiecieSams identi-
ficét realitati izkroplojosas un neobjektivas dezinformacijas plasmas, to
izcelsmi un mérkus. Pienemot politisku lémumu par norobezo$anos no
$adas informacijas pienemsanas par patiesu un par tas izplatibas ierobezo-
$anu, ir iesp&jams izvérst talakas darbibas, kas reali vérstas pret dezinforma-
cijas izplatisanas kanaliem un to izcelsmes avotiem.

Dezinformacijas izplati$ana tradicionali ir notikusi ar arvalstis bazétu
mediju un plassazinas lidzeklu uznémumu starpniecibu, izmantojot iefiltrétus
avota valsts parstavjus, apmaksatu publicitati un argumentaciju, kas parlie-
cina medija parstavjus par sniedzamas informacijas $kietamo patiesumu, ka
ari tiesi vai ar starpnieku pakalpojumiem fiziski kontroléjot konkréto mediju.*

* Cambridge Online Dictionary. Izgits (02.10.2017.) no: http://dictionary.cambridge.org/
dictionary/english/disinformation?q=disinformation+
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Musdienas, informacijas plismam diversificéjoties un attistoties jauniem
informacijas parvadiS$anas kanaliem, arvien lielaku nozimi dezinformacijas
(un propagandas kopuma) izplatiana ienem gan audiovizualie mediji (tele-
vizijas kanali, vietnes YouTube kanali u.tml.), gan uz socialajiem tikliem
balstiti informacijas neséji. Butisks ir fakts, ka kanali, kas ir iesaistiti dezin-
formacijas pavairosana un izplatiS$ana kada spéles dalibnieka propagandas
kampanas ietvaros, neatkarigi no informacijas veida, satura un formas para-
leli izplata arl informaciju, kas nav uzskatama par sagrozitu, jo neietilpst
tému loka, kas ietverts propagandas istenosanas stratégija, tadéjadi palielinot
§1 kanala legitimitati un ticamibu un nelaujot $1 kanala patérétajam identi-
ficét publiskoto dezinformaciju visa informacijas plasma.

Propagandas kampanas ietvaros dezinformacija tiek izmantota ka pa-
pildinoss elements gadijumos, kad citi izmantotie informé$anas un parlie-
cinasanas elementi nav devusi sagaidamo rezultatu, tapéc ar informacijas
manipulacijas metodém notiek centieni maksimizét propagandas véstijuma
radito ietekmi.® Lidz ar to, ja véstijuma piedavatie fakti patstavigi nerada
vélamo efektu, tiek radita propagandas kampanas zina, kas $os faktus inter-
preté un piedava auditorijai jau iepriek§ formulétus secinajumus; savukart,
ja piedavatie fakti ne tikai nerada vélamo efektu, bet arl nav logiski inter-
pretéjami par labu konkrétajam spélétajam, ar dezinformacijas metozu
palidzibu Sie fakti tiek manipuléti vai radita informacija, to viltojot vai
izmantojot iestudétas darbibas (pieméram, iestudétas intervijas).® Jauzsver,
ka dezinformacijas izmanto$ana propagandas nolakiem ir minimala, ja eso-
sie fakti un notikumi ir labvéligi propagandas avotam.” Tatad, ja publiskaja
telpa ir pieejami fakti, kas negativi atspogulo ieintereséta spélétaja preti-
nieku, konkrétaja bridi nav logiska pamatojuma izmantot dezinformacijas
lidzeklus, jo vélamais pretinieka diskreditacijas efekts tiek panakts jau ar
patiesu faktu palidzibu. No ta ari secinams, ka politiskais spélétajs neizman-
tos dezinformaciju, ja notikumi un fakti vinu pasu atspogulo pozitivi.

Nozimigs faktors, kas janem véra gan iespéjamajam dezinformacijas
avotam, gan tam dalibniekam (auditorijai), kur$ ar to saskaras, identificé un

® Martin, J. L. (1982). Disinformation: An instrumentality in the propaganda arsenal. Political
Communication, Vol.2, No.1, p. 59.

¢ Ibid.

7 Ibid.
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pretdarbojas, ir dezinformacijas efektivitate un iespaids uz auditorijas reali-
tates uztveri un uz to balstitajiem piepémumiem vai lémumiem. Ir iesp&jams
izdalit tris gadijumus, kuros propagandas un dezinformacijas kampana, vis-
ticamak, spétu sniegt augstu efektivitati: 1) situacija, kad mérkauditorija jau
atbalsta propagandista izplatito viedokli; 2) situacija, kad meérkauditorijai ir
nepieciesams pienemt atru un istermina lémumu, pieméram, saistiba ar tas
attieksmi pret kadu konkrétu jautagjumu, gadijumos, kad auditorija uzticas
komunikatoram; 3) situacija, kad mérkauditorijai ir japienem lémums par
tas attieksmi nekavéjoties, turklat nepastav iespéja parbaudit piedavatos
faktus, kuri ir Skietami ticami un iespaidigi.®

Lizas gadijums

Raksta ka dezinformacijas pieméru apskatisim t.s. Lizas gadijumu, kas
raksturo kampanu, kura 2016. gada janvari Rietumvalstu un Krievijas medi-
jos un citos informacijas neséjos tika izplatits nepatiess véstijums par Vacija
dzivojosu Krievijas izcelsmes meiteni Lizu, kuru esot nolaupijusi un izvaro-
jusi Vacija atrodosies arabu izcelsmes patvéruma meklétaji.” Veicot izmek-
lésanu ierosinatas kriminallietas ietvaros, Vacijas tiesibsargajosas iestades
secinaja, ka Liza nav tikusi ne nolaupita, ne izvarota, un pati iesaistita per-
sona to vélak ari atzina.

Lizas gadijums sakotnéji tika atspogulots krievu valoda rakstosa loka-
laja medija, kura mérkauditorija ir Vacija dzivojosie krievvalodigie, bet
vélak to atspoguloja Krievijas televizijas kanals Pervij Kanal. Televizijas
kanala Pervij Kanal minétais notikums tika pasniegts ka viena no butiska-
kajam un aktualakajam zinam. Sakotnéja publikacija tika pausts, ka Liza,
13 gadus veca krieviski runajosa gimené Vacija pastavigi dzivojosa mei-
tene, esot pazudusi bez vésts 2016. gada 11. janvari pa celam no izglitibas
iestades uz savu vecaku majam, kad vairaki arabu izcelsmes viriesi esot
piedavajusi Lizai aizvest vinu majas ar vinu riciba eso$u transportlidzekli;

8 Martin, J. L. (1982). Disinformation: An instrumentality in the propaganda arsenal. Political
Communication, Vol.2, No.1, p. 59.

° Ancitis, T. (09.02.2016.). Vacijas krievi — mediju, propagandas un identitates spilés. Latvijas
Sabiedriskie Mediji. Tzgats (02.10.2017.) no: http://www.lsm.lv/raksts/arzemes/zinas/vacijas-
krievi-mediju-propagandas-un-identitates-spiles.a168116/
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tomeér ta vieta Liza esot nolaupita, aizvesta nezinama virziena, ka ari tikusi
izvarota." Péc tam, kad Liza neesot parradusies majas, vinas vecaki ir
iesaistijusi Vacijas federalo policiju, kas to izsludinajusi meklésana ka bez
veésts pazudusu.

Péc 30 stundu atrasanas bezvésts prombiutné Liza, atgriezusies vecaku
majas, sniegusi Vacijas federalajai policijai liecibu par to, ka esot tikusi nolau-
pita un izvarota. Policija uzsakusi izmeklésanu un ierosinats kriminalprocess
notikusa apstaklu noskaidrosanai un procesa virzibai nepiecieSamo darbibu
veikSanai. Notikumam iegistot plasaku skanéjumu, tas tika parpublicéts
sakotnéji Krievijas elites kontrolétos Krievijas medijos, péc tam ari Krievi-
jas kontrolétos vai ietekmétos medijos Rietumvalstis, ka arl Rietumvalstu
sabiedriskajos un privatajos medijos un citas informacijas neséju platformas,
pieméram, socialajos tiklos.!! Izmeklésanas sakotnéja posma Vacijas fede-
rala policija nesniedza plasaku informaciju par notikusa apstakliem, tade-
jadi izraisot dazadu spekulaciju izplatiSanos publiskaja telpa, ka ari Krievijas
oficialo amatpersonu iesaistiSanos — Krievijas arlietu ministrs S. Lavrovs pub-
liski izteica neapmierinatibu ar Vacijas federalas policijas darbu, komunikaci-
jas trikumu un Skietamiem centieniem slépt patiesibu, un vienlaikus, nemot
véra Lizas etnisko izcelsmi, nodévéja gadijumu par miisu Lizas gadijumu.”

Péc sakotnéjo izmeklésanas darbibu veiksanas Vacijas federala policija
2016. gada 18. janvari naca klaja ar pazinojumu, ka par cietuso sakotnéji atzita
Liza nav tikusi ne nolaupita, ne izvarota, bet gan sava dzivesvieta un izglitibas
iestadé pastavoso sadzives apstaklu dél 2016. gada 11. janvari, laika perioda,
kad atradusies bezvésts prombiitné, esot atradusies kada sava pazinas dzives-
vieta, ar kuru seksuala kontakta vinai neesot bijis.'*!* Neskatoties uz ieprieks

' Janda, J. (2016). The Lisa case. STRATCOM lessons for European states. Security Policy
Working Paper, No. 11/2016, p. 2. Izgits (02.10.2017.) no: https://www.baks.bund.de/sites/baks010/
files/working_paper_2016_11.pdf

" Ibid.

12 McGuiness, D. (27.01.2016.). Russia steps into Berlin “rape” storm claiming German cover-
up. BBC. Izgits (02.10.2017.) no: http://www.bbc.com/news/blogs-eu-35413134

" Dearden, L. (20.01.2016.). Police say 13-year-old girl was not “kidnapped and raped by
asylum seekers” in Berlin. Independent. Izgats (02.10.2017.) no: http://www.independent.co.uk/
news/world/europe/police-say-13-year-old-girl-was-not-kidnapped-and-raped-by-asylum-
seekers-in-berlin-a6823836.html

" Ancitis, T. (09.02.2016.). Vacijas krievi - mediju, propagandas un identitates spilés. Latvijas
Sabiedriskie Mediji. Izguts (02.10.2017.) no: http://www.sm.lv/raksts/arzemes/zinas/vacijas-krievi-
mediju-propagandas-un-identitates-spiles.al168116/
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minéto, Krievijas elites kontrolétie vai to ietekmei paklautie mediji neatsauca
ieprieks paustas nepatiesas zinas, un tas izraisija Vacija dzivojosas etniskas
krievu kopienas protesta akcijas, kas vérsas pret Vacijas federalas policijas
skietamo bezdarbibu lietas izmeklésana, savukart Krievijas arlietu ministrs
S. Lavrovs izteicas, ka “ir skaidrs, ka meitene brivpratigi nepazuda uz 30 stun-
dam’, un izteica ceribu, ka “Sis problémas netiek paslaucitas zem pakldja un
nakotné neatgadisies 1idzigi gadijumi, kadi notikusi ar misu Lizu”, nenemot
véra ieprieks Vacijas federalas policijas izplatito pazinojumu.’

Nenemot veéra to, ka Vacijas federala policija oficiala pazinojuma nora-
dija, ka kriminallieta iesaistita persona nav tikusi ne nolaupita, ne izvarota,
socialajos tiklos, pieméram, Facebook un Twitter, tika izplatiti jauni zino-
jumi, kuros personas, kas uzdevusas par Lizas mati un tanti, turpinaja apgal-
vot ieprieks§ pausto, ka nolaupi$anas un izvaro$anas gadijums tomér esot
noticis, nenemot véra, ka Vacijas policijas veikto ekspertizu rezultati nelie-
cindja par iesaistitas personas paklausanu fiziskai vardarbibai, to nolaupot,
vai piespiedu seksualam kontaktam.!¢ Tas, savukart, izraisija aktivaku Vacija
dzivojosas etnisko krievu kopienas pretreakciju — publiskas demonstracijas,
kas vérstas pret Vacijas migracijas politiku, piesaistot $im demonstracijam ari
neonacistiskas ievirzes aktivistus un citas radikali labéji noskanotas personu
grupas."” Krievijas arlietu ministrs S. Lavrovs atkartoti izteicas par “Vacijas
policijas un tieslietu sistémas nespéju $adas lietas uztvert nopietni parlieku
liela politkorektuma déJ”.'s

Lai ari izmeklésana nav atklajusi tieSu Krievijas varas elites mérktie-
cigu iesaisti Lizas gadijuma, tomér fakts, ka $o dezinformacijas kampanu
sakotnéja fazeé visaktivak realizéja tadi mediji ka Sputnik, RIA Novosti, Voice
of Russia, RT un RT Deutsch, kuri starptautiski ir atziti par Krievijas varas
elites kontrolétiem medijiem, kas izpilda tas vadito propagandas kampanu,

'* New York Times. (27.01.2016.). Russia claims Germany tried to cover up the rape of 13-year
old girl. Izgats (02.10.2017.) no: http://nytlive.nytimes.com/womenintheworld/2016/01/27/russia-
claims-germany-tried-to-cover-up-the-rape-of-13-year-old-girl/

' Ibid.

'7 Janda, J. (2016). The Lisa case. STRATCOM lessons for European states. Security Policy
Working Paper, No. 11/2016, p. 2. Izgats (02.10.2017.) no: https://www.baks.bund.de/sites/baks010/
files/working paper_2016_11.pdf

'8 NATO. (2016). The “Lisa case”: Germany as a target of Russian disinformation. Izgats
(02.10.2017.) no: http://www.nato.int/docu/Review/2016/Also-in-2016/lisa-case-germany-target-
russian-disinformation/EN/index.htm
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ir secinams, ka, neskatoties uz to, ka gadijuma centrala persona Liza mal-
dinajusi sabiedribu sadzivisku apstaklu dél, Krievijas kontrolétie mediji $o
gadijumu ir izmantojusi Krievijas propagandas kampanas ietvaros, sniedzot
dezinformaciju, kas saskan ar Krievijas stratégiskajiem meérkiem, un Krievi-
jas elite ir bijusi informéta par $1 gadijuma nepatieso atspogulo$anu un noti-
kumu eskalaciju.”” Izvélétaja gadijuma ir vérojams, ka Krievijas propagandas
kampanas komunikacijas kanali ar dezinformacijas palidzibu centas ietek-
mét Vacijas sabiedrisko domu, primari ietekméjot etnisko krievu kopienu
Vacija, bet sekundari ietekméjot ari paréjas Vacijas sabiedribas dalas, ka ari
citas Rietumvalstu sabiedribas, ekspluatéjot pastavoso geopolitisko situaciju
un liela skaita migrantu ieplasanu ES Krievijas geopolitisko mérku sasnieg-
$anai, poziciongjot Krieviju un krievus ka cietéjus no ES nespéjas kontrolét
radusos situaciju.

Rietumos bazeéto organizaciju pretdarbiba Krievijas
dezinformacijai

NATO Stratégiskas komunikacijas izcilibas centrs

Lai ari NATO Stratégiskas komunikacijas izcilibas centrs (StratCom)
savas publikacijas norada uz nepiecieSamibu aktivi pretdarboties Krievijas
izplatitajai dezinformacijai, centrs nav atseviski pievérsies Lizas gadijuma
analizei, kas tiesi vérsts pret NATO dalibvalsti Vaciju. Vienlaikus centra
akadémiska zurnala “Aizsardzibas stratégiskas komunikacijas” otraja izde-
vuma (2017. gada pavasaris) Lizas gadijums tiek pieminéts, apgalvojot, ka,
péc autoru domam, tas ir ticis tiesi vérsts pret Vacijas kancleri A. Merkeli un
vinas vadito Vacijas valdibu ar mérki atspogulot to ka nespéjigu parvaldit
situaciju, ko ir izraisijusi Vacijas piekopta migracijas politika, ka dezinfor-
macijas paudéju apskatot Kremli jeb Krievijas oficialo varu.® Publikacija tiek
uzsverts, ka Lizas gadijums ir bijis Krievijas pusei veiksmiga dezinformacijas
kampana, jo tas rezultata A. Merkeles valdibas popularitate ir nokritusi lidz

1 NATO. (2016). The “Lisa case”: Germany as a target of Russian disinformation. Izgats
(02.10.2017.) no: http://www.nato.int/docu/Review/2016/Also-in-2016/lisa-case-germany-target-
russian-disinformation/EN/index.htm

2 Rogers, J., Tyushka, A. (2017). “Hacking” into the West: Russia’s “anti-hegemonic” drive and
the strategic narrative offensive. Defence strategic communications, Vol. 2, p. 36.
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zemakajam raditajam piecu gadu perioda, un izcelts arguments, ka Krievijas
veiktas dezinformacijas aktivitates vairs nav sléptas, bet tiek paustas atklata
veida ar augstu intensitati, atbildot uz augoso Rietumvalstu pretdarbibu
Krievijas aktivitatém.”'

Krievijas dezinformacijas izplatiS$anos Vacija, t.sk. Lizas gadijuma,
péc Stratégiskas komunikacijas izcilibas centra domam, ir veicinajusas t.s.
ekspertu kopienas, kas Vacijas gadijuma tiek apzimétas ka ‘Krievijas sapra-
téji’ (vacu val. — Russlandversteher; anglu val. — Russia understanders), kuri
darbojas ka starpnieki, lai Krievijas varas atbalstito dezinformaciju izplatitu
mérkauditorijas vidé, proti, Vacijas un paréjo Rietumvalstu informacijas
telpa.2 So ekspertu kopienu meérkis ir aktualizét Krievijai vélamo narativu
Rietumvalstis, akcentéjot Krievijai piedévéjamo vértibu un identitates skie-
tamo parakumu, nepielaujot identisku situaciju attistiSanos Krievija.

Saja publikacija attieciba uz Lizas gadijumu par moralo vértgjumu,
kas asociéjams ar $o dezinformacijas kampanu, ir uzskatami publikacijas
autoru izteikumi par to, ka Lizas gadijums ir kluvis bédigi slavens ka Krie-
vijas istenota dezinformacijas un sabotazas operacija.” Savukart attieciba uz
$o gadijumu netiek izceltas nepiecieSamas darbibas, kuras baitu veicamas, lai
novérstu §1 gadijuma ietekmi un lidzigas stratégijas izmantosanu nakotné.

Krievijas stratégiskie mérki apskatamaja gadijuma tiek definéti ka rea-
litates uztveres izmainu veicinasana un Rietumvalstu lémumu pienéméju
uzmanibas novér$ana no citam aktivitatém, tadéjadi radot apjukumu.
Vienlaikus Rietumvalstu pretdarbiba dezinformacijai tiek aprakstita ka
neefektiva, jo Rietumvalstis pievérsas katram individualam dezinformacijas
gadijumam, neveidojot vienotu un stratégisku pieeju, tadéjadi bridi, kad Rie-
tumvalstis ir pievérsusas viena nozimiga dezinformacijas gadijuma ierobe-
zosanai, tiek radits jauns véstijums, kur$ sakotnéja fazé ir veiksmigs, jo tam
netiek pievérsta ievérojama lémumu pienéméju uzmaniba, tadéjadi negativi
vértéjot Rietumvalstu veiktas darbibas.?

2! Rogers, J., Tyushka, A. (2017). “Hacking” into the West: Russia’s “anti-hegemonic” drive and
the strategic narrative offensive. Defence strategic communications, Vol. 2, p. 36.

2 Ibid,, p. 49.

» Ibid., p. 36.

 Ibid., p. 37.
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Eiropas Aréjas darbibas dienests

Lizas gadijums pirmo reizi EADD dezinformacijas apskata tika publicéts
2016. gada 19. janvari, izcelot to starp citiem apméram 25 konkrétaja nedéla
identificétajiem dezinformacijas gadjjumiem ka nedélas tendenci, ar to
saprotot, ka §is véstijums tiek publicéts liela skaita informacijas neséju, tapéc
strauji izplatas. Minétaja dezinformacijas apskata tika sacits, ka par konkréto
gadijumu EADD ir zinojusi Cehija bazéta domnica European Values, apgal-
vojot, ka minétais véstijums tiek izplatits Cehijas medijos, kuru mérkaudi-
torija ir ¢ehu valoda runajosie, tapéc, vértéjot zinas izcelsmi, ir uzskatams,
ka 30 dezinformaciju pauda Krievijas narativu atbalstosi Cehijas mediji.

Véstijuma minéts, ka Vacijas varas iestades ir izveidojusas sadarbibas
mehanismus ar interneta informacijas neséjiem Facebook, Google un Twitter,
paredzot to, ka So timekla vietnu uzturétaji veiks naida runu saturo$u ierak-
stu identificé$anu un dzésanu, tadéjadi Vacijai istenojot jau ieprieks planotu
vérsanos pret varda brivibu, kam attaisnojumu ir radijusi pastavo$a migraci-
jas krize, lidz ar to paredzot iespéju ar cietumsodu sodit individus, kas vérsas
pret migrantiem un Vacijas piekopto migracijas politiku.”” Tapat apskatitaja
zina minéts, ka “cilveki nebus spéjigi aizstavét savas meitas pret imigrantu
veiktu izvaro$anu, neriskéjot par to nonakt cietuma”, tadéjadi demonstréjot
EADD negativu moralo vértéjumu attieciba uz dezinformacijas pausanu ar
emocionalas parliecina$anas metodém, vienlaikus atseviski neizdalot vaini-
gas vai cietusas puses pozitivas vai negativas darbibas. EADD $o dezinfor-
macijas gadijumu atspéko, pamatojot ar faktu, ka naida runas aizliegums jau
pastavosaja demokratiskaja iekarta nav pretruna ar varda brivibas pamat-
principiem, paredzot sodu par naida runas izplatiSanu naudas soda vai
cietumsoda veida atkariba no potenciali vai reali nodarita kaitéjuma sabied-
ribai, kas vértéjams ka piedavatais risinajums un ta istenosana.”

2016. gada 26. janvara dezinformacijas apskata zurnalists P. Spirins
(P Spirin) zinoja EADD par jaunu dezinformaciju attieciba uz Lizas gadijumu,
Krievijas televizijas kanala Pervij kanal demonstrétaja raidijjuma Voskresnoje

% EU East StratCom Task Force. (19.01.2016.). Disinformation Review, p. 5.1zgtts (02.10.2017.)
no: http://eeas.europa.eu/archives/docs/euvsdisinfo/docs/disinformation_review_19-01-2016.pdf

7 Ibid.

8 Ibid.

¥ Ibid.
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Vremja transléjot interviju ar Lizas tanti un tévoci, runajot par izvaro$anas
gadijumu, neskatoties uz faktu, ka lidz intervijas demonstrésanas bridim
izvaro$anas faktu Vacijas policija jau bija noliegusi péc sakotnéjo izmeklésa-
nas darbibu veiksanas.*® Fakts, ka konkrétais sizets ir ne tikai parraidits tele-
vizijas étera, bet ari ievietots vietné YouTube, lauj secinat, ka dezinformacijas
meérkis ir bijusi ne tikai Krievijas sabiedriba, bet ari arpus Krievijas dzivojo-
$ie krievvalodigie.

EADD 2016. gada 9. februara dezinformacijas apskata ka pagajusas
nedeélas tendence (jauni notikumi, kas péc formas nav evoluciongjusi) tiek
noradits, ka Krievijas televizijas kanala Rossija 24 raidijjuma Vesti nedeli s
Dmitriem Kisilevim tiek turpinats paust jau ieprieks izskanéjusu un atspeé-
kotu dezinformaciju, nepiedavajot jaunu traktéjumu, bet ari neatkapjoties
no iepriek§ pausta véstljuma, par pamata auditoriju uzskatot Krievi-
jas iedzivotajus un cen$oties tos parliecinat par labu Krievijas izplatitajai
dezinformacijai.*!

EADD dezinformacijas analizé (publikacija, kas analizé konkrétu
gadijumu, noskirot to no vispariga dezinformacijas apskata), kas publicéta
2017. gada 12. janvari, pievérsas Krievijas istenotai dezinformacijai, kas vér-
sta tie$i pret Vaciju un A. Merkeles vaditas valdibas piekopto politiku. Vacija
tiek identificéta ka viena no tam Rietumvalstim, kas paklautas biezakajiem
un lielaka apmeéra dezinformacijas gadijumiem, kuri galvenokart koncentréti
uz migracijas jautajumiem un arabu izcelsmes imigrantu veiktiem noziegu-
miem, tos safabricéjot vai realus notikumus papildinot ar maldino$u un
vienpusigu informaciju.®

2017. gada 12. janvara EADD dezinformacijas analizé Lizas gadijums
tiek definéts ka testa gadijums, pauzot, ka $is gadijums nakotné ir uzska-
tams par pieméru tam, ka Krievija Vacija un citas Rietumvalstis turp-
mak istenos dezinformacijas kampanas.*® Tiek veéstits, ka Lizas gadijuma
vainiga puse ir prokremliskie mediji, kuru mérkis ir radit Vacijas un citu
Rietumvalstu sabiedriba negativu un naidigu attieksmi pret migrantiem,

% EU East StratCom Task Force. (19.01.2016.). Disinformation Review, p. 3.Izguts (02.10.2017.)
no: http://eeas.europa.eu/archives/docs/euvsdisinfo/docs/disinformation_review_19-01-2016.pdf

3! Ibid.

2 EU East StratCom Task Force. (12.01.2017.). Disinformation Review. Izgats (02.10.2017.)
no: http://usll.campaign-archive2.com/?u=cd23226adal1699a77000eb60b&id=8a3e5d1155

* Ibid.
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kas vértéjama ka “Kremla iecienitaka dezinformacijas pausanas stratégija
pédéja gada laika”.*

Ari 2016. gada 16. maija EADD dezinformacijas analizé Lizas gadijums
tiek aprakstits ka “macibu gramatas piemérs” tam, ka prokremliskais nara-
tivs koncentréjas uz migrantiem, un atklaj spécigu dezinformacijas kam-
panas koordinaciju, kuru pamata isteno Krievijas valsts varas kontrolétie
mediji, interneta trolli un politiki.*> Ipasi minétaja analizé tiek izcelts fakts, ka
$aja dezinformacijas kampana nozimigu lomu spéléja ne tikai Krievijas varas
kontrolétie mediji, bet ari Krievijas arlietu ministrs S. Lavrovs, kur§ dezin-
formaciju turpinajis paust apzinati, ignoréjot faktus, kas pierada sakotnéjas
zinas nepatiesumu.*

Domnica European Values

Lizas gadijums domnicas European Values ieskata ir vértéjams ka Kremla
uzturéts narativs par Eiropas valstu nespéju rikoties un pienemt léemumus
migracijas krizes konteksta, vienlaikus nostadot Krieviju ka pozitivu alterna-
tivu, kur $adas migrantu izraisitas problémas nepastav.¥’ Ka batiskaka cietusi
puse Lizas gadijuma tiek definéta Vacijas valdiba, kuras nespéja strukturali
un koordinéti veikt atbildes pasakumus dezinformacijai pieskira $im gadiju-
mam neproporcionalu nacionalu un starptautisku uzmanibu, tadéjadi nega-
tivi ietekmeéjot to, ka tiek vértéts Vacijas valdibas darbs.*

Ka iemesls, kapéc $ada plasa méroga dezinformacijas kampana varéja
izcelties, tiek minéts fakts, ka Vacija $1 notikuma laika nebija funkcionéjo-
$as stratégiskas komunikacijas institacijas, kura §1 gadijjuma sakuma posma
to butu identificéjusi ka potenciali bistamu, lidz ar to ta sekotu lidzi gadi-
juma attistibai, paustajam dezinformacijas zinam tas konteksta, ka ari sniegtu
koordinétu un sistematisku atbildes reakciju gan ar Vacijas sabiedribu (vacu,

* EU East StratCom Task Force. (12.01.2017.). Disinformation Review. Izgats (02.10.2017.)
no: http://usll.campaign-archive2.com/?u=cd23226ada1699a77000eb60b&id=8a3e5d1155

* EU East StratCom Task Force. (16.05.2017.). The pro-Kremlin narrative about migrants.
Izguts (02.10.2017.) no: https://euvsdisinfo.eu/the-pro-kremlin-narrative-about-migrants/

3 Ibid.

*7 Janda, J. (2016). The Lisa case. STRATCOM lessons for European states. Security Policy
Working Paper, No. 11/2016, p. 2. Izgats (02.10.2017.) no: https://www.baks.bund.de/sites/baks010/
files/working paper_2016_11.pdf

3 Ibid.
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krievu un citas valodas runajosajam sabiedribas dalam), gan ar citu valstu
sabiedribam, pauzot, ka Vacijas varas iestades situaciju kontrolé.* Vienlaikus,
lai ari Vacijas federala policija §is lietas izmeklé$ana rikojas atbilstosi tas dar-
bibu reguléjosiem normativajiem aktiem, funkcionéjosa stratégiskas komu-
nikacijas institticija to klasificétu ka augstas prioritates gadijumu, tadéjadi
neiejaucoties izmekléSanas gaita, bet nodrosinot tiesibsargajosajam iestadém
papildu resursus gan lietas izmeklésana, gan sabiedriskas kartibas uzturésana,
vérojot situacijas attistibu un masu nekartibu izcel$anas draudus.*

Nemot véra to, ka Lizas gadijums tika veérsts tiesi pret Vacijas iek$po-
litisko dimensiju, iespéjamas darbibas nakotné, kas veicamas, lai novérstu
lidzigu gadijumu atkartos$anos, ir stratégiskas komunikacijas vienibas insti-
tucionala paklautiba Iekslietu ministrijai.** Paklautiba Iekslietu ministrijai
tiek skaidrota ar to, ka dezinformacijas gadijumi lielakoties ir saistiti vispirms
ar iek$&jo nacionalas drosibas dimensiju un tikai pastarpinati ar citam noza-
rém, tapéc ari $ados gadijumos komunikacijai, kas notiek gan valsts ieksiené,
gan pa diplomatiskajiem un, iesp&jams, militarajiem kanaliem arl valsts
ariené, ir jabut paklautai institdcijai, kuras kompetences jomai piekritiga ir
nacionila drosiba valsts ieksiené un sabiedribas drosiba.” Sadai stratégiskas
komunikacijas vienibai buitu delegéjami cetri pamata uzdevumi: 1) reagésanas
pasakumu veiksana reala laika, identificéjot nacionalajai drosibai un starptau-
tiskajam diskursam nozimigus dezinformacijas gadijumus, veicot starpinsti-
tucionalu veicamo darbibu koordinaciju; 2) masu mediju un citu informacijas
neséju pastavigs monitorings un regulara informacijas apmaina; 3) regulara
dezinformacijas tenden¢u apkoposana un analize, kas publicéjama gan valsts
sabiedribai, gan aréjiem partneriem; 4) koordinacija un kopigas izpétes veik-
$ana sadarbiba ar citu valstu un starptautisko organizaciju stratégiskas komu-
nikacijas vienibam.*

* Janda, J. (2016). The Lisa case. STRATCOM lessons for European states. Security Policy
Working Paper, No. 11/2016, p. 2. Izgats (02.10.2017.) no: https://www.baks.bund.de/sites/baks010/
files/working paper_2016_11.pdf

* Ibid

4 Ibid., p. 3.

* Tbid.

* Ibid
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Organizacija StopFake.org

StopFake.org ir Ukraina bazéta nevalstiska organizacija, kura lidzdarbo-
jas parstavji no Kijevas Mohila zurnalistikas skolas un projekta “Zurnalistikas
digitala nakotne”, kuras pamata mérkis ir identificét un atspékot propagan-
das kampanas un dezinformaciju, kas saistita ar Krievijas istenoto Krimas
pussalas aneksiju un agresivajam darbibam Ukrainas austrumu regionos.*
Vienlaikus $1 organizacija pievérSas arl Krievijas dezinformacijas gadiju-
miem, kas skar ne tikai Ukrainu, bet arl Rietumvalstis. Péc Lizas gadijuma
radanas pirma organizacijas StopFake.org publikacija, kas veltita $ai témai,
tika publicéta 2016. gada 17. janvari. Saja publikacija pausts, ka dezinforma-
ciju izplata Krievijas masu mediji, galvenokart televizija, ka batiskako dezin-
formacijas paudéju minot Krievijas televizijas kanalu Pervij Kanal, bet ka
atbalstoso zinojuma paudéju minot Vacijas krievu valoda runajosajiem pare-
dzéto mediju Genosse.su, kas ir timekla vietne Vacijas krievu konvencijai.*
Publikacija netiek pausta organizacijas StopFake.org interpretacija par to, kas
ir bijusi dezinformacijas mérkauditorija, vienlaikus, nemot véra $ai zinai pie-
vienotos témturus Germany un Russian Channel One, iespéjams secinat, ka
pamata auditorija $Is organizacijas izpratné $aja gadijuma ir Vacija dzivojosie
krievu valoda runajosie, ka ari Krievijas sabiedriba.* Vértéjot organizacijas
moralo attieksmi pret dezinformacijas gadijumu, publikacija $adu attieksmi
iespéjams identificét, apgalvojot, ka Krievijas televizijas kanala Pervij Kanal
raidijuma ticis transléts iestudéts sizets, kura sieviete, kas uzdodas par Lizas
tanti, “izplastot asaras, “apstiprina” izvaro$anas gadijumu’, tadéjadi skaidri
ilustréjot organizacijas viedokli gan par $o demonstréto sizetu, gan par
dezinformacijas gadijumu kopuma.” Ka pozitivas darbibas Lizas gadijuma
konteksta tiek izceltas Vacijas interneta integritates monitoringa vietnes
Mimikama veiktas darbibas, lai izmeklétu un analizétu $o dezinformacijas
gadijumu, ka ari Vacijas federalas policijas veikta komunikacija, vietné
Facebook pauzot apstiprindjumu tam, ka izmeklé$anas gaita ir konstatéta

“ StopFake.org. Izgits (02.10.2017.) no: http://www.stopfake.org/en/about-us/

* StopFake.org. (17.01.2016.). Fake: Russian Girl Kidnapped and Raped by “Refugees” in Ger-
many. Izgits (02.10.2017.) no: http://www.stopfake.org/en/fake-russian-girl-kidnapped-and-raped-
by-refugees-in-germany/

16 Ibid.

¥ Ibid.
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nepatiesas informacijas sniegSana no cietu$o puses, savukart ka negativa
darbiba tiek akcentéts fakts, ka televizijas kanals Pervij Kanal §i gadijuma
konteksta ir demonstréjis video materialu, kura vairaku viriesu grupa runa
par vinu veiktu izvaro$anu, kaut ari $is video vietné YouTube ticis augSup-
ieladéts jau 2009. gada ar citu nosaukumu.*

Organizacijas StopFake.org 2016. gada 26. februari publicétaja zina
par Krievijas un Vacijas attiecibu saasinajumam péc dezinformacijas gadi-
jumiem, kas skar Vacijas migracijas politiku un ar to saistitos jautajumus,
pausts, ka nozimigaka loma dezinformacijas izplatiSana un aprité ir bijusi
Krievijas medijiem, vienlaikus noradot, ka $adai zinai ir maz ticams efekts
uz lielako dalu Vacijas sabiedribas, bet ir ticama ietekme uz Vacija dzivojosa-
jiem krievvalodigajiem.” Saja publikacija iespéjams identificét autora pausto
moralo vértéjumu attieciba uz Lizas gadijumu, nodévéjot to par visparstei-
dzosako dezinformacijas gadijumu, vienlaikus nesniedzot iespéjamos darbi-
bas scenarijus gan §is, gan lidzigu dezinformacijas kampanu risinasana.®

Secinajumi

Lai ari Rietumvalstu institiicijas spéj veiksmigi identificét savus straté-
giskos pretiniekus, konkrétas dezinformacijas kampanas sasaistot ar kon-
krétiem dezinformacijas avotiem, vienota Rietumvalstu izpratne gan par
patiesajiem kampanas mérkiem, gan nepiecieSsamajam darbibam, kas veica-
mas, lai pretdarbotos s$adam kampanam, ir daléja un ir uzskatama par vienu
no bitiskakajam problémam, kas saistitas ar nevélamo dezinformacijas kam-
panu augsto efektivitati, ietekméjot Rietumvalstu politisko dienaskartibu
atbilstosi pretinieka interesém.

Dezinformacija, ar kuru saskaras Rietumvalstis, tiek pausta ne tikai
ka atseviskas dezinformacijas zinas, bet tiek ieklauta ari ka propagandas
kampanu sastavdala ar mérki paust agresorvalsts narativu un iegat mérka

8 StopFake.org. (17.01.2016.). Fake: Russian Girl Kidnapped and Raped by “Refugees” in
Germany. Izgats (02.10.2017.) no: http://www.stopfake.org/en/fake-russian-girl-kidnapped-and-
raped-by-refugees-in-germany/

¥ StopFake.org. (26.02.2016.). Germany probes Russian media’s role in fuelling migrant fracas.
Izgits (02.10.2017.) no: http://www.stopfake.org/en/germany-probes-russian-media-s-role-in-fuel-
ling-migrant-fracas/

%0 Ibid.
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auditorijas atbalstu tam, ta tiek izmantota ar agresorvalsts informacijas ope-
raciju ietvaros ar mérki iegiit operacionalu un taktisku parsvaru, istenojot to
ka sagatavosanas fazi sekojosam militaram un nemilitaram operacijam kom-
pleksa karadarbibas un konfliktu vidé. Dezinformacija tiek pausta ar meérki
panakt kadu konkrétu gala rezultatu, lai gan ne vienmér $is mérkis ir iden-
tificéjams no pasas dezinformacijas zinas analizes; ta vieta $o zinu ir nepie-
cieSsams skatit plasaka konteksta, nemot véra gan identificétas agresorvalsts
ieprieks veikto darbibu tendences, gan citus konkrétas situacijas apstaklus,
kas, iespéjams, atklaj dezinformacijas pausanas stratégiskos nodomus.

Neskatoties uz to, ka dezinformaciju ir iespéjams identificét, to parbau-
dot ar realiem faktiem, demokratisku valstu riciba nav neierobezots instru-
mentu klasts, ar kuriem iespéjams pretdarboties dezinformacijai, jo pastav
liels ierobezojoso apstaklu kopums, kas liedz bez papildu izvértéjuma un
samériguma izanalizé$anas nekavéjoties un pilniba aizliegt dezinformaciju
izplatosa informacijas neséja darbibu. Pretstata tam nedemokratiskas valstis
ir paklautas mazakai ievainojamibai no dezinformacijas kampanam, jo $adas
valstis nereti tiek Istenota prakse, ka valsts vara ne tikai liela apméra vai pil-
niba kontrolé medijus un to darbibu, bet ari veic citu informacijas neséju,
pieméram, interneta resursu, cenziru un piekluves ierobezosanu. Sadas
darbibas ir pretruna ar Rietumvalstu demokratijas pamatprincipiem, lai gan
pastav tiesiskie instrumenti, kas sniedz iespé&ju atklati naidigu mediju dar-
bibu ierobezot, pieméram, piemérojot tiem naudas sodu vai islaicigi pilniba
vai daléji partraucot to darbibu gadijumos, ja tiek konstatéts butisks ar dezin-
formacijas izplatiSanas palidzibu nodaritais kaitéjums sabiedribai. Tomér
nepastav viennozimiga demokratisko valstu izpratne par to, ka identificét un
meérit radito kaitéjumu sabiedribai un attiecigi veikt sameérigu pretdarbibu.

Rietumvalstu institaiciju izpratne par to, kas ir dezinformacijas paudéjs
apskatita izpétes gadijuma konteksta, ir vienota — ka butiskaka akcentéta
Krievijas, tas elites un mediju loma, papildus atziméjot tos politiskos spéléta-
jus, kuru meérki saskan ar pasreizéjo Krievijas narativu. Apskatito institiciju
izpratne ir vienota ari attieciba uz to, ka Krievijas dezinformacijas kampanas
batiskakais mérkis $aja gadijuma ir bijusi Vacijas sabiedriba un politiska elite
ar nodomu ietekmeét Vacijas politisko dienaskartibu, dazas organizacijas par
meérkauditoriju uzskata ari Krievijas sabiedribu un krievvalodigos ar nolaku
gut Krievijas sabiedribas un krievvalodigo atbalstu Maskavas uzturétajam
pretrietumnieciski noskanotajam narativam.
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Nakotné nepiecieSams stiprinat Rietumvalstu noturigumu un spé&ju
pielagoties un pretoties dezinformacijai un tas pausanas metodém, nemot
veéra to, ka isa un vidéja laika perioda nav vérojama pastavosas konfliktsi-
tuacijas butiska deeskalacija. Cina pret dezinformaciju arl nakotné bis
nozimigas vienotas un koordinétas Rietumvalstu darbibas, lai spétu sniegt
efektivus un koncentrétus prettriecienus, kas tiek veikti, Rietumvalstim vie-
noti izprotot pastavos$o situaciju un tas radito apdraudéjumu.
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I1

INTERVIEWS

The players on the other side

Interview with Kurt Engelen, Vice-President of

the Euro-Atlantic Association of Belgium

Ina Strazdina,
Brussels Correspondent

Radio Latvia

At the beginning of October Finland officially opened European Centre
of Excellence for Countering Hybrid Threats in Helsinki. This is the very
first centre in history where EU and NATO are joining forces. Currently,
the 12 participating countries to the Centre are Estonia, Finland, France,
Germany, Latvia, Lithuania, Norway, Poland, Spain, Sweden, the United
Kingdom and the United States. EU and NATO countries have the
possibility of joining as participant countries.

I am meeting Kurt Engelen, Vice-President of the Euro-Atlantic
Association of Belgium and lecturer on international politics in Brussels
and Riga to talk about what hybrid threats are today and how to counter
them.

When we talk about hybrid threats today, what do we mean by that?
That gives me the first opportunity to say something about the word
“hybrid”. I know that it is widely used of course - EU, NATO use it and it is
even the official title of the new Centre of Excellence in Finland. The reason
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why I don’t like the word hybrid is that it suggests a mixture of components
from different things, but actually, when you look at the threats that we are
facing today — mainly those from countries like Russia and China - this is
not what they are. We should speak about comprehensive threats because
they use every single component to their full extent. They are not at the
intersection of things, they are full extent of everything. For instance,
when we speak about the Common Foreign and Security Policy of the EU,
we say that the EU has a comprehensive approach to crisis management,
because it uses not only military, but also police forces, legal and diplomatic
means, or financial support for society reconstruction. This is why we speak
about comprehensive, because it uses it all. Countries like Russia and China
conducttheir foreign policy and, maybe, we should use the word “war doctrine”
instead, exactly in the same way. Of course, in the light of what happens
today, when we speak about hybrid, we immediately think about Ukraine,
the Russian meddling with elections in countries. We think about Russia
using the supply of energy and pretended dependence of energy as a tool
of influence. This systematic hybrid approach to International Relations in
Russia has emerged rather recently and interestingly they call it themsel-
ves “the new generation warfare” They don't use the word “hybrid”, they
don't use the word “comprehensive”. Whatever we call it, this “hybrid’,
“comprehensive” or “unrestricted” warfare doctrine is in fact something that
originates in China and it dates back to the nineties. Two Chinese colonels of
the People’s Liberation Army developed a war doctrine called “unrestricted
warfare”. It explains “how technologically inferior countries can defeat great
powers by using non-military means.” You can find the book. You can google
it. It has become China’s war doctrine.

China seeks to gain influence?

It is a big country. Their economy has been blooming over the past
decades, it has slowed down, but they still have a lot of money. They invest
it in Africa, in Central Asia, they invest in places like Afghanistan, and what
they do, is they buy influence. When in Africa, the EU wants to invest or to
launch a programme, it will ask the country where it invests to comply with
a number of criteria — human rights, respect of rule of law, and then, China
comes there with what appears to be only economic interest. They are much
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less regarding when it comes to things like human rights. They will accept to
do the investment, they will build roads, buildings, without asking too much
in return, but knowing that in the end, being there and holding the reins of
the economy, they can exert their influence.

Can we say, that the EU and the Western world so far was too naive
towards this threat? Although we have now the EU East StratCom Task
Force set up to address Russia’s ongoing disinformation campaigns and
European Centre of Excellence for Countering Hybrid Threats in Helsinki.

There are different levels. What can a Centre of Excellence do? It can
do research, it can make recommendations, it can analyse lessons learned
of problems we had and it can help countries with the best practices and
with knowledge. However, it has absolutely no decision power. It is not like,
tomorrow, a task force from the Centre of Excellence can go into a country
and say how it should behave in the wake of the threat that it is facing.
Neither the centre of excellence, nor even the institutions themselves, because
dealing within external threats means that we are speaking about Foreign
Policy, and although the EU has a tool called Common Foreign and Security
Policy, this policy is everything except common. It's not a common policy
like the Common Agricultural policy or the Energy Policy of the EU. It is
intergovernmental. That means that the EU can only do what the Council
of Ministers agrees that it can do. So it can take actually no action autono-
mously. This means that it is for the Member States to address the threats.
And there you're facing diverging interests. Again — political interest or the
horizon of political interest are generally limited to four years. That is the
time till the next election. And very often you will have very strong lobbying
against the measures that you would impose against a country, because actu-
ally you are dealing with business, with people who would lose a market,
people who would lose the source to suppliers, to resources. It is very unpo-
pular in our systems to have a negative or hard approach towards a country
or to impose sanctions, even though, objectively, you do realise that you are
being threatened. It’s very difficult to find a consensus among different cou-
ntries. Spain could say: “I have no problem banning sales of cars to Russia.”
Germany would say: “Wait a second! Russia is one of the big markets for
my “BMW?” and my “Mercedes”. Or we could say: “Let’s diversify our energy
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supply from Russia. But then Germany would say: “Yes, but we have “Nord
Stream 1” and “Nord Stream 2” and there is money there; we have invested
money and we need to write off investments, so it is very difficult to find
consensus around the table.

And then there is a second aspect — our western democratic societies are
all roughly built on a liberal model. A liberal system to be successful needs to
generate its value from exchanges, from seeking win-win deals, from trying
to find common denominators rather than from seeking its power in con-
frontations with its neighbours. We live in societies that profoundly dislike
confrontation. Even the EU, when it can make a choice to obtain something
by giving an advantage to a third country rather than to threaten it with
sanctions, it will always go for the first option, because it doesn't like the idea
of sanctions.

But the players that we have on the other side?

They think quite differently. For them, the use of confrontation is a
natural tool. They are used to playing with that and to use that. For them,
it would even be a mistake not to use an advantage that you have, even if
it damages the other side. If something can give you an advantage, then
you must take it. This is how countries that pursue a realist foreign policy
function and that places western democracies in a very fragile position.
Another aspect of liberalism is that you have a moral obligation to share
your knowledge or your good recipes with others so they could also become
wealthy and benefit from the same advantages that you have. You can very
strongly feel it in the foreign policy of the EU. Every action that it under-
takes is to try to help other regions of the world to structure themselves
in the same way as the EU, to cooperate with them and to give them trade
advantages.

We still believe today that there is value in trying to convince realist
countries that there is another way and that we can actually build a liberal
kind of relation with them. And in that sense, yes, we are naive.

How about information?

This is another aspect of “hybrid”, because freedom of expression and
freedom of media are sacrosanct principles for us. We are very keen to let
almost anyone use that freedom of expression and information for whatever
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reason. And they understand it well - “RT”, “Sputnik’, and also control over
social media - they extensively use these means and because we are not used
to living in a world where the information is, by nature, used for subversive
reasons, we have a tendency to believe what we hear. If the argumentation
is well brought and if there is a certain logic in the message, if we recognize
the validity of the logic in the frame of that argumentation, then we almost
conclude automatically that what they say must be right. And that is very
dangerous, because they are very skilled, they are very good at building
argumentations, and if you listen to the premises that they pose in their
argumentation, if you start from there and if you follow their reasoning, you
very often have the impression that they are right.

Now we have a part, I would even say a significant part of our own
public opinion that believes that Vladimir Putin is not that wrong. We have
the right to criticize our governments, our politicians and we even find
a certain pleasure in doing so. One way to show disdain for our own poli-
tical class is to show sympathy for someone like Vladimir Putin. People
behaving like this often simply show their opposition to their own politicians
and want to place themselves outside the mainstream of their own political
system. Moreover, some people think that it is “cool” to defend something or
someone that the majority of others opposes. If the mainstream thinks that
the Russian foreign policy is wrong, then they will defend it. They will claim
that they can understand what others cannot, and they hope that this will
make them more “interesting” in the eyes of others.

So this is why information, when it is used in a subversive way is
dangerous and in a word - yes probably we are too naive.

For the hybrid threats - can we say that some parts of Europe are
more interesting to use them against?

It depends whether you consider the end state or the means to reach the
end state.

If you look at Russia you can put their desired end state at different levels.
In the first place they want to be taken seriously and that’s almost a matter of
ego. The second level - because they are political realists, they consider that
everybody is a potential enemy, that they are surrounded and that everybody
is going to attack them. They are paranoid about that and I am pretty sure
that they are sincere. What do you do if you feel threatened? You will try
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to keep your enemy as far as possible from your own borders. This is why,
during the Cold War, it was very convenient to have a buffer zone, which
was not the Soviet Union, but which was Poland, which was East Germany,
Czechoslovakia, Romania, Bulgaria, which were there as buffers between
them and NATO. So they are in the first place interested in what happens
in their immediate neighbourhood. When Ukraine threatened to move to
the west and ultimately to become a NATO member, they created a frozen
conflict in Ukraine because they knew that it would cause a number of
NATO countries not to move forward with membership for Ukraine in
NATO. The same happened in Georgia in 2008 with South Ossetia and
Abkhazia and the same happens in Moldova with Transnistria. If we look at
the map the only place where they still have a bit of a buffer is Belarus and by
the way, Belarus is not very happy with that. So their immediate vicinity is
of direct interest to Russia and therefore hybrid threats are quite high in
these regions. They try for instance to take advantage of Russian speaking
minorities in these countries. The interesting thing is that Russia is more
vocal about the interests of these minorities than these minorities are them-
selves. When I am in Latvia, when I am lecturing International Politicas
there, some 30 percent of my students are Russian speakers, and I can tell
you — Mr Putin’s rhetoric does not really resonate with them.



“Cela uz lielaku sadarbibu”

Intervija ar NATO Stratégiskas komunikacijas
izcilibas centra vaditaju Jani Sartu

Intervéja Jekabs Scipcinskis,
Latvijas Politologu biedribas pétnieks

Krievijas istenotie hibriddraudi tadas valstis ka Gruzija, Ukraina, Sirija un
arl Baltijas valstis ir pamodinajusi daudzas demokratiskas valstis, kuras
péc auksta kara beigam pienéma, ka attiecibas ar Krieviju varés veidot uz
savstarpéjas uzticibas pamatiem. Diemzél realitate ir izradijusies citada.
Tadeé] aicindjam uz sarunu NATO Stratégiskas komunikacijas izcilibas
centra vaditaju Jani Sartu, lai noskaidrotu, vai ir vairojusies Rietumvalstu
izpratne par hibrido apdraudéjumu ietekmi un vai daudzas institacijas,
kuru uzdevums batu identificét Sos draudus, sava starpa sadarbojas.

Vai Jus uzskatat, ka Eiropas valstis ir apzinajusas Krievijas propagan-
das un dezinformacijas radito seku bistamibu Eiropas valstu sabiedribam
un vai reakcija ir bijusi pietiekama?

Loti grati izdarit visparinatus secinajumus par visam Eiropas valstim,
jo to ir daudz un reakcijas ir dazadas. Vienas ir apzinajusas, citas nav, dazas
ir diezgan lieli politiskie stridi ar parstavétajiem politiskajiem spékiem,
notiek viedoklu sadursmes. Lidz ar to nevaram apgalvot, ka pastav vienga-
balaina aina.

Es domaju, ka lielakajas valstis — Vacija, Francija, Lielbritanija - jauta-
jums par Krievijas istenotajam propagandas aktivitatém ir skaidrs. Domaju,
ka muasu regiona skaidriba pastav jau ilgaku laiku. Pédéjos gados strauji
pieaug ari Ziemel]valstu izpratne par Krievijas patiesajiem arpolitiskajiem
meérkiem. Savukart Eiropas dienvidos, es teiktu, situacijas ir loti atskirigas.
Ir dazas valstis, kuras, manuprat, §is izpratnes noteikti nav, bet dazam
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ta paradas fragmentari, tadé] netiek uztverta pietiekami nopietni, jo tas
uzskata, ka $is jautdjums neattiecas uz viniem. Ko valstis dara, lai novérstu
hibrido draudu ietekmi un mazinatu propagandas izplatibu? Pirmkart -
tiek raditas sistémas, struktiras un situacijas, kas lautu valsts izlakdienes-
tiem un valsts iestadém atbildét uz raditajiem apdraudéjumiem. Otrkart,
pretdarbiba iesaistas mediji. Seit es varu atzimét, ka Eiropas mediju loma
ir konstruktivaka, neka esam to redzéjusi Amerikas Savienotajas Valstis.
Visbeidzot, protams, NATO un Eiropas Savienibas ietvaros ir virkne inicia-
tivu, kas principa ir vérstas uz to, lai §Is informacijas un ietekmes operacijas
nebitu tik efektivas.

Vai uzskatat, ka vidusmera cilvéks Eiropa, teiksim, taksometra Soferis
Spanija, ir vismaz dzirdéjis par informacijas karu?

Nupat varbiit jau ja. (Smejas.) Bet par to, vai Italijas, es nebutu dross, un
par Griekiju - noteikti né. (Smejas.)

Tikko Helsinkos ir atklats Eiropas Hibriddraudu apkaro$anas izci-
libas centrs. Ko Latvija sagaida no dalibas taja?

Par Latvijas poziciju isti nevarésu Jums atbildét. Eiropas Hibrid-
draudu apkarosanas izcilibas centram $obrid ir loti nozimigs tiesi poli-
tiskais konteksts. Tacu praktiskie rezultati vél jagaida. Cik varu spriest
no sarunam ar $1 centra parstavjiem, kuri jau uzsakusi darbu, taja skaita
ar direktoru, ta galvenais meérkis ir savienot dazadas grupas, cilvékus
un stravojumus Eiropa un arpus tas, kas strada ar $iem jautdjumiem,
lai raditu tadu tiklojumu, kas rezultata varétu radit koordinétaku ricibu
apdraudéjuma novérsanai.

Vai starp Eiropa funkcionéjosam draudu analizes institiicijam pastav
kada sadarbiba?

Protams, pastav, to jau nemaz tik daudz nav. Eiropa hibriddraudus
analizé drosibas iestades: NATO, Eiropas Savienibas krizu vadibas un
izlakdienestu vienibas (fusion cell). Katra no $iem slaniem notiek sadar-
biba. Tas, kas varbut pietrukst, ir savstarpéja papildinasana un sinergija
starp $Im institiicijam un to ricibu. Varbut vismazak spélétaju ir joma, kas
veic informacijas jeb ietekmes caur informaciju operacijas. Tacu més zinam
visus spélétajus.



Cela uz cie$aku sadarbibu 91

Krievija regulari pilnveido savu hibriddraudu arsenalu. Kadi ir jau-
nakie panémieni, kurus esat novérojis?

Cik nu vini pilnveido... Né, nu, protams, ka vini pilnveido. Pieméram,
més redzam, ka tipiskaja “riku kasté” nav neka ipasi jauna. Palasot padomju
teorétiku darbus no 70.-80. gadiem, redzésim, ka lielako dalu no ta, kas
tajos aprakstits, izmanto ari Sodien. Jauni elementi redzami saistiba ar digi-
talas jomas izmantosanu. Par to daudz ir rakstits — kaut vai tas, ka Krievija
pérk rietumu tehnologiju firmu pakalpojumus, kuri tiek izmantoti ietekmes
palielinaganai un sev vélamu rezultatu sasnieg$anai. Savukart tie, kas par-
dod Sos pakalpojumus, pat neapzinas, kadam nolikam un ar kadu meérki
pircéjs tos liks lieta.

Kuri no NATO Stratégiskas komunikacijas izcilibas centra pétiju-
miem tiek izmantoti starptautiski? Ja nespecialistam butu iespéja izlasit
vienu pétijumu, kuru Jus ieteiktu?

Nespecialisti nav masu mérkauditorija. Més stradajam valdibam un
specialistiem NATO strukttras. Tomér es teiktu, ka pétijumi par socialajiem
medijiem un socialo mediju kla$anu par ieroci butu jazina ikvienam to
lietotajam. Tuvakaja laika tiks publicéts jauns pétijums par digitalo vidi, ta
nosaukums ir “Digitala hidra”. Manuprat, ikvienam, kur$ darbojas socialajos
medijos, un tadi nu jau ir teju 70% no valsts iedzivotaju skaita, biitu vélams
izlasit, lai saprastu, ka tas lietas strada.

Kurts Engelens, Belgijas Eiroatlantiskas asociacijas viceprezidents,
nesen intervija izteicas, ka NATO Stratégiskas komunikacijas izcilibas
centram nav istas ietekmes. Jus izstradajat pétijumus, rekomendacijas,
bet tiesa ietekme uz valstu ricibpolitiku nav novérojama. Kads ir Jasu
viedoklis par to?

Ka kura valstl. Belgija noteikti né, piekritu. Attieciba uz valstim, kas
piedalas NATO Stratégiskas komunikacijas izcilibas centra darbiba, situa-
cijas ir atskirigas. Dazas valstls mums noteikti ir ietekme uz procesu norisi.
NATO ieksiené mums noteikti ir ietekme. Saja zina pat varétu teikt, ka
mums ir zinama ietekme ari uz procesiem ASV. Bet tas nenozimé, ka mums
ir ietekme visas valstis. Ka jau teicu, miasu uzdevums nav realizét ietekmi
visur un uz visiem. Masu mérkauditorija ir valdibu un NATO struktaru
eksperti.
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Pedéja Rigas konferencé daudzi cilveki izteicas, ka NATO bitu laiks
veidot sistémisku pretreakciju Krievijas propagandai. Més analizéjam,
bet pretreakcija, kadas konkrétas darbibas, isti nav novérojamas.

Kadu atbildi Jas sagaidat?

Nu, pieméram, Krievijai ir RT (Russia Today), “briniskigs” pro-
pagandas lidzeklis. Es saprotu, ka Rietumu demokratijas apstaklos
nav pienemami veidot propagandas rikus, tadus ka auksta kara laika
bija radio “Briva Eiropa”. Vai nebutu laiks domat par iedarbigakiem
lidzekliem?

Pirmkart, tas nav NATO uzdevums, tas ir dalibvalstu uzdevums. Ja més
skatamies uz dalibvalstim, jau Sobrid ir valsts atbalstiti kanali - Deutsche
Welle, BBC. Atskiriba ir tada, ka $ajas programmas nenotiek valsts diktats
attieciba uz saturu. Demokratijas atskaites punkts ir mediju briviba. Tadé]
es iepriek$ uzdevu jautdjumu - ko cilvéki sagaida? Vai jus sagaidat, ka
NATO un tas dalibvalstis saks darit to pasu, ko Krievija? Tie, kas blaustas
par atras pretdarbibas nepiecieSamibu, drosi vien nav nopietni padomajusi
par So tému. Es uzskatu, ka nedrikst atbildét ar tiem pasiem lidzekliem.
Mums jaapzinas, ka tie ir lidzekli, kas masu vértibu konteksta nebts taktiska
limeni uzreiz realizéjami. Otra lieta, ko daudzi mégina darit, tiklidz Krievija
apgalvo kadu nepatiesu faktu, ir mesties virsit un censties to atspékot. Bet
kads ir rezultats? Tas ir nosacits. Pareizak sakot, Joti minimals. Atspékojums
uzruna tos, kas tam jau tic, un téré resursus, censoties atspékot to, ko otra
puse jau ir pienémusi ka savu. Es piekristu apgalvojumam, ka pietrakst pasu
NATO dalibvalstu veidotu stastu tai otrai pusei. Bet, ja kads doma - re, ko
Krievija dara, kapéc més nedaram to pasu? - es teiktu, ka, ta rikojoties, més
palidzétu Krievijai.

Kads ir Jusu viedoklis par Wikileaks, kas sakuma bija vienkarsi
trauksmes célaji, bet Sobrid, saskana ar mediju zinam, Krievija vinus ir
izmantojusi, pieméram, ASV vélésanu kampanas laika?

Nu, mums ir pat vesela kategorija, kuru saucam par izdevigiem
idiotiem (“useful idiots”). Saja gadijuma, protams, redzam, ka trauksmes
célaju grupam, kuras kopuma dara labu darbu, demokratiska sabiedriba
jabat no dazadam pusém parbauditam, uzraudzitam. Wikileaks gadijuma
mani $oké, ka vini nekad neruna par tam valdibam, kuras ir patiesi loti
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autoritaras un attieciba uz kuram tie$am butu vérts pacensties un atklat to
patiesos mérkus un ricibu attieciba uz saviem iedzivotdjiem. Man $kiet, ka
tas diezgan labi visu izskaidro. Nav jau slikti, ka vini atklaj kaut ko attie-
ciba uz Rietumvalstu valdibam. Bet tas, ka Sie atklajumi vérsti tikai viena
virziena, liek aizdomaties.



Tuksa lapa
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Diskusija “Eiropas Savienibas nakotne’
Kopsavilkums (Seminars notika 2017. gada 6. oktobri Birinos.)

Sigita Struberga,
Latvijas Universitates Socialo un
politisko pétijumu institiita konsultante

Diskusijas par ES nakotni un iespéjamajiem tas attistibas virzieniem ir
notikusas kops tas dibinasanas briza. Tomér 2016. gads, kas naca ar virkni
batisku izaicinajumu starptautiskaja vidé, ipasi aktualizéja to nozimigumu
un ienesa tajas ieklauta diskursa mainu. No tiri tehnokratiska rakstura
planosanas esam atgriezusies pie fundamentaliem jautajumiem - par savie-
nibas nakotnes jégpilnumu un saturu. To apliecina gan ES valstu lideru
2016. gada 16. septembri diskusijas laika Bratislava lemtais, gan Eiropas
Komisijas aktivais darbs, kas rezultéjies “Baltaja gramata” piedavatajos piecos
Eiropas attistibas scenarijos' un tam sekojo$ajos piecos pardomu doku-
mentos®. Ne mazak nozimigi ir Eiropas Parlamenta zinojumi par to, ka batu
reforméjama ES, lai palielinatu tas spé&ju rikoties, atjaunotu cilvéku uzticibu
un padaritu ekonomiku izturétspéjigaku.’

' European Commision. (01.03.2017.). White Paper on the Future of Europe. Izgiits (10.10.2017.)
no: https://ec.europa.eu/commission/publications/white-paper-future-europe_en

> European Commision. (2017). Reflection Papers on social dimension; harnessing
globalization; deepening of the economic and monetary union; future of the European defence;
EU finances. Izguts (10.10.2017.) no: https://ec.europa.eu/commission/white-paper-future-europe/
white-paper-future-europe-way-ahead_en

* European Parliament. (24.02.2017.). Future of Europe: Debate on Reforming the EU. Izgats
(10.10.2017.) no: http://www.europarl.europa.eu/news/en/headlines/eu-affairs/20170219STO63247/
future-of-europe-debate-on-reforming-the-eu
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Savukart ES vadoso politisko amatpersonu runas liecina par dazadu
iesaistito pusu atskirigo skatljumu uz status quo un attiecigi arl nakotnes
attistibas trajektorijam. Pieméram, Eiropas Komisijas prezidents Zans Klods
Junkers sava ikgadéja uzruna par ES stavokli 2017. gada 13. septembri pauda
nostaju, ka jaattista talak Bratislava uznemtais kurss un jaturpina ES ka masu
kopéjas majas remontdarbi, lai uzbavétu vienotaku, spécigaku un demokra-
tiskaku Eiropu lidz 2025. gadam.* Savukart Francijas prezidentam Emanué-
lam Makronam ir atskirigs viedoklis. Vins$ uzskata, ka ES ir nepiecieSama
fundamentala parbuve, nevis tikai neliels remonts.’

Sis atgkiribas viedoklos, ka ari daudzas balsis un tonkartas, kas $odien
izskan, norada, ka diskusijas par ES nakotni ir sakusas visos tas limenos.
Latvija nav iznpémums. Turklat janem véra, ka Latvijas nacionalas intereses
vai tas pozicijas netiek formulétas tikai Arlietu ministrija. Un, lai ari tai ir
viena no vadosajam un koordinéjosajam lomam §aja procesa, vienlidz nozi-
migs ir ari citus valsts sektorus parstavo$o instititu un sabiedribas par-
stavju viedoklis un gataviba sadarboties ne tikai politisko nostaju izstrade,
bet ari politiku istenosana, taja skaita eiropeisko ideju izskaidrosana plasa-
kam iedzivotaju aprindam. Nemot véra iepriek§ minéto, Arlietu ministrija
spéjusi iesaistitas puses apvienot kopéjas diskusijas un tadéjadi arpolitiska
rakstura lémumu pienemsanu padarijusi efektivaku, viedokliem bagataku
un atvértaku.

Lidz §i gada beigam Arlietu ministrija ir ieceréjusi izveidot detalizétu
Latvijas valsts nostaju par Eiropas nakotnes perspektivam un attistibas vir-
zieniem. Attiecigi viens no soliem, kas tika sperts §is nostajas izstrade, bija
diskusiju aizsaksana ar plasaku sabiedribu un nozares specialistiem. Lai to
realizétu, $1 gada 6. oktobri Birinos notika seminars par Eiropas nakotni,
kas pulcéja vairak neka 50 politisko aprindu, ierédniecibas, zinatnes un pil-
soniskas sabiedribas parstavju.

Seminara dalibniekiem tika piedavats pievérsties tris lieliem jautaju-
miem - kada ES Latvija nakotné vélas dzivot, kam jaklast par ES pilsonu

* European Commision President Jean - Claude Juncker State of the Union Address 2017.
(13.09.2017.). Izgats (10.10.2017.) no: http://europa.eu/rapid/press-release_ SPEECH-17-3165_en.htm

* Francijas prezidents sava uzruna par savu viziju Post-Brexit Eiropas attistibai §1 gada
26. septembri Sorbona, Francija pazinoja, ka Sobrid Eiropas projekts ir trauslaks neka jebkad agrak
un ka ir nepiecie$ams piedavat jaunu viziju, jaunu attistibas celu ES. Avots: Emmanuel Macron’s full
speech presenting his vision of post-Brexit Europe. Izgiits (10.10.2017.) no: https://www.youtube.
com/watch?v=gRiXM8RiCOc&t=50s
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vadmotivu, raugoties $aja nakotné; ka daliba eirozona varétu palidzét
sasniegt iespéjami augstaku labklajibas limeni Latvijas iedzivotajiem un ko
ES varétu vairak darit drosibas joma? Sada izvéle neparsteidz, nemot véra to,
ka par Eiropas integracijas projekta sirakmeniem tiek uzskatitas tas pamat-
vertibas, politiska stabilitate un savstarpéja uzticé$anas un ekonomiska
labklajiba un drosiba.

Atbilstosi tika veidota ari diskusijas struktira. Vispirms tika spriests
par vértibam ka kopéjo, nemainigo un Eiropas nacijas vienojoso faktoru, ka
arl méginats atbildét, vai $odien vispar ir aktuali ES skatit ka uz vértibam
balstitu savienibu. Sekojosa paneldiskusija dalibnieki sprieda par ekono-
miskas izaugsmes un labklajibas jautajumiem, aktualizéjot tadas témas ka
Latvijas iedzivotaju labklajibas limena pielidzinasanas iespéjas vidéjam ES
limenim; socialas dimensijas stiprinasana savienibas ietvaros un tas nozime;
Latvijas intereses dzilakas ekonomiskas integracijas procesos. Savukart sarunu
ciklu noslédza drodibai veltita paneldiskusija, kuras ietvaros tika spriests
par ES drosibas stiprinasanas iespéjamam formam un Latvijas interesém
atbilstosu stratégiju izstradi.

Raksta mérkis ir sniegt ieskatu galvenajos jautajumos, kas tika apska-
titi tiksanas laika un kas sniegs ieguldijumu talakaja Latvijas arpolitiskas
pozicijas izstradé attieciba uz ES nakotni. Ta ka seminars tika veidots, ieve-
rojot Chatham House noteikumus, dalibnieku personiskie viedokli vai
idejas netiks citétas. Lasitajam tiks piedavatas kopéjas idejas, kas radas un
tika apspriestas diskusiju laika.

Vertibas

ES $obrid pardzivo trauksmainu laiku, kam raksturigas daudzas dazadu
veidu krizes. Tas ir izraisijusas virkni eksistencialu jautajumu ES iedzivotaju
vida. To skaita ir ar jautajumi, kas vérsti uz tadu nemainigo faktoru mek-
léjumiem, kas lidz $im ir kalpojusi par ES virzitaju un daudzveidibas
konsolidétaju. Viens no tiem, neap$aubami, ir vértibas.

ES tika dibinata, balstoties uz vértibam un ideju par miera un demo-
kratijas ieneSanu regiona. Attiecigi briviba, demokratija, cilvéktiesibas,
laba parvaldiba, drosiba un taisnigums kluva par dalibvalstis vienojosiem
ideologiskajiem pamatiem. Tie$i vértibas ir bijuSas tas, kas lava mazinat
atskiribas dalibvalstu pozicijas, piemérot tadus principus politiku veidosana
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ka solidaritate, lidztiesiba un subsidaritate. Tomér, neraugoties uz to iedar-
bigumu, Eiropa arvien skalakas klast balsis, kas apsauba §i étiski morala
pamata atbilstibu pasreizéjam aktualitatém. Arvien biezak tiek apSaubits,
vai ir iespéjama talaka lidzaspastavésana saskana ar principu “vienoti da-
zadiba”. Jaatzist, ka $is balsis atrod dzirdigas ausis ari iedzivotaju vida, par
ko liecina balsotaju izvéles nesenajas Eiropas valstu nacionalajas vélésanas.
Izvéle ir kritusi par labu tiem, kas runajusi emocionala, vélétajam tuva un
saprotama valoda, vienlaikus piedavajot atklati antieiropeisku poziciju.
Situaciju vieglaku nepadara ES lidz $im praktizétais, biezi vien instituciona-
lizétais skatijums uz iedzivotajiem un komunikacijas forma, kas izvéléta to
uzrunasanai. Ta ir bijusi visai tehnokratiska un drizak veidota ta, it ka saruna
batu ar pakalpojuma sanéméjiem, nevis pilntiesigiem lémumu pienemsanas
lidzdalibniekiem.

Atsaucoties uz minétajiem izaicindjumiem, diskusijas laika dalibnieki
ipasu uzmanibu veltija jautajumam par ES politisko lideru ka sabiedriskas
domas veidotaju atbildibu un iespéjam mainit pastavosas iedzivotaju orien-
tacijas, pirmam kartam ievieSot korekcijas sava pieeja komunikacijai ar
sabiedribu. Tika piedavats uzrunat ES pilsonus patiesu emociju piepildita,
bet vienlaikus uz faktiem balstita valoda, kas spétu piesaistit cilvéku pratus
un sirdis.

Tika izcelts arl tads nozimigs aspekts ka nepiecieSsamiba veicinat iedzi-
votaju piederibas izjutu Eiropai ka vienotam majam. Runa ir par viziju, ko
ES varétu piedavat par vadmotivu saviem iedzivotajiem. Tas ietver ari kopéjo
vértibu parformulésanu, kas ilgtermina spétu vienot Eiropas nacijas. Sis nav
viegls uzdevums.

Apzinoties situacijas sarezgitibu, seminara laika tika piedavats ari no
jauna aktualizét un ipasi izcelt tadas vértibas ka demokratiskums, dazadiba
un tolerance dazadiba, ka ari racionalisms. Demokratiskums $aja izpratné
ieklauj neatkarigu, izglitotu pilsonu lidzatbildibu par pienemtajiem lému-
miem. Tas ir ari tiesiskums, taisnigums, solidaritate, cilvéka ciena un
cieppilna dzive. Ari dazadiba un tolerance dazadiba liela méra var tikt
uzskatita par neatnpemamu demokratijas sastavdalu. Savukart racionalisms
$aja izpratné ir drizak skatams ka instruments patiesibas, taisniguma un
moralitates stiprinasanai, zinasanu akumulé$anai un ka pretnostatijums
primitivai, uz pamatinstinktiem balstitu baudu iegtisanu vérstai uzvedibai.
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Ka redzams, piedavajums nav vérsts uz konceptuala rakstura orientaciju
mainuS, bet gan drizak uz vél Apgaismibas laikmeta noformuléto morali -
tiesisko pamatu aktualizésanu un pieméros$anu atbilstosi masdienu apstak-
liem. Tatad faktiski ir pamats apgalvot, ka drizak ir nepieciesams runat par
to, ka Eiropas idejas narativs japiemeéro Sodienai, japadara tas atraktivs un
tuvs padreizéjiem Eiropas iedzivotajiem.

Ekonomika un sociala labklajiba

Viens no pamata virzieniem, kura tiek iemiesotas ES kopéjas vértibas, ir
vienota ekonomiska telpa, kas savulaik tika dibinata, lai nodro$inatu valstu
ekonomisko izaugsmi un iedzivotaju labklajibu. To apliecina ari pardomas,
ko izraisija pédéjo gadu ES iekséjie finansiala rakstura izaicinajumi, pie-
méram, saistiba ar Griekijas finansialo nespéju. So pardomu ietvaros radas
legitims jautajumu kopums par solidaritates ka praktizétas veértibas liet-
deribu, ja vienlaikus netiek praktizéts samérigums un disciplinétiba. Solida-
ritatei ir janak kopa ar pienakumu un taisnigumu, pretéja gadijjuma par
ilgtspéju runat bas grati.

Cits, ne mazak nozimigs ideju kopums, kas izcelams, domajot par ES
ekonomisko ilgtspéju un Latvijas poziciju formulé$anu Saja konteksta, ir
saistits ar talako fiskalas savienibas un banku savienibas attistibu un stipri-
nasanu. Banku savienibu var uzskatit par pieméru veiksmigiem integracijas
procesiem un efektivai sadarbibai. Ta ir stabila un sasniegusi ievérojamu
attistibu. Savukart ar fiskalo savienibu situacija nav tik vienkarsa. Ka norada
eksperti, Latvijas nacionalajam interesém atbilstosi batu formulét tadu valsts
poziciju, kas iestatos par fiskalas kapacitates celSanu, jau minéto disciplinas
noteik$anu un parskatamibu, ka ari likuma varas nozimiguma aktualizéSanu.
Savukart banku savienibas konteksta seminara laika tika izcelti tie pozitivie
efekti, ko Latvijai varétu nest pilnigas banku savienibas iedibinasana.

Lidzas minétajiem jautajumiem tika spriests ari par nepieciesamibu
formulét valsts poziciju attieciba uz kohézijas fondu izlietojumu. Lidz §im
struktarfondi loti biezi tikusi saliedéti ar demokratisko vértibu praktizésanas

¢ Arilidz $im par ES pamatveértibam tika uzskatitas demokratija, briviba, vienlidziba, likuma
vara un cilvéktiesibu ievéro$ana.
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jautdjumiem. Sada pieeja ir nesusi ari zinamus rezultatus cela uz vienméri-
gaku ES dalibvalstu regionalo attistibu’, tomér vienlaikus izraisijusi virkni
jautajumu par tas efektivitati un taisnigumu attieciba, pieméram, uz ES par-
tikusajam dalibvalstim. Lidz ar to, ieziméjot Latvijas poziciju attieciba uz
koheézijas politiku péc 2020. gada, tika piedavats nemt véra iepriek§ minétos
apstaklus, ka ari atceréties, cik nozimiga ir §i politika socialo tiesibu dimen-
sijas attistiba.

Pagreiz ES sociala dimensija ir daudz vajak izteikta neka ekonomiska.
Situacija gan var mainities, pateicoties Eiropas Komisijas pasludinatajai
iecerei par ES socialo tiesibu pilara izveidi. Ta mérkis ir nodrosinat jaunu,
efektivaku pilsonu socialo tiesibu nodrosinasanu tris pamata kategorijas:
vienlidzigas iespéjas un pieeja darba tirgum; taisnigos darba apstaklos;
socialaja aizsardziba un ieklausana.®

Diskutéjot par ieteikumiem Latvijas pozicijas formulésanai, eksperti
nonaca pie secinajuma, ka nav iespéjams runat par vienotas pabalstu vai
atalgojuma sistémas radisanu. Drizak ir nepiecie$ams uzsveért vienotu prin-
cipu ievérosanas nodrosinaganu. Tas nozimé arl minimalo standartu paaug-
stinasanu visas ES dalibvalstis. Lidzigi ir ar nodokliem - ari te galvenokart
ir jaruna nevis par nodoklu novienadosanu, bet gan to uzlikSanas principu
pielidzinasanu. Tiek pielauts, ka $adas aktivitates ilgtermina varétu novest
pie socialas konvergences, kas nozimétu ka algu limena pakapenisku izlidzi-
nasanos, ta ari socialas solidaritates limena cel$anos.

Apkopojot minétas idejas, seminara dalibnieki vienojas, ka virzieni, kas
atbilstu valsts nacionalajam interesém, ir plasaka un dzilaka integracija ka
ekonomikas, ta ari labklajibas joma. Savukart diskutéjot par to, kam butu
jabut $i procesa virzitajspekam, tika secinats, ka tai ir jabat Eiropas Komi-
sijai, kas lidz $im pieradijusi spéju risinat lidzigus jautajumus efektivak neka
dalibvalstis.

7 European Comitee of Regions. (10.10.2017.). Cohesion Alliance: MEPs join local leaders’
fight for a strong cohesion policy post 2020. Press release. Izgats (10.10.2017.) no: http://cor.europa.
eu/en/news/Pages/Cohesion-Alliance-MEPs-join-local-leaders-fight.aspx

8 European Commision. (2017). European Pillar of Social Rights. Izgats (10.10.2017.) no:
https://ec.europa.eu/commission/priorities/deeper-and-fairer-economic-and-monetary-union/
european-pillar-social-rights_en
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Drosiba

Drogibas dimensija ir vél viena arkartigi aktuala joma ne tikai Latvijai
ka nacionalai valstij pastavo$o apdraudéjumu konteksta, bet ari domajot par
citam dalibvalstim un ES kopuma. Apdraudéjums Eiropai ir daudz nopiet-
naks, neka ES dalibvalstis to uztver un formulé. Krievijas raditie hibriddraudi,
ka ari karadarbiba Sirija, kas izraisijusi milzigu spiedienu uz Eiropas aréjo
un iekséjo drosibu, ir tikai redzamaka dala. ES ka globalam spélétajam ir ja-
iesaistas ari vairaku tadu problému bloku risinasana ka, pieméram, regionalie
konflikti, varas izmainas starptautiskajos tirgos, dzerama tdens trikums,
bads, infekcijas slimibas, klimata parmainas un ekologija.

Lidz §im ES dalibvalstu realizétas aktivitates ir demonstréjusas salidzi-
nosi aktivu iesaisti aprakstito izaicinajumu risinasana. Ka pieméru te iespé-
jams minét ES Aréjas darbibas dienestu, viens no kura darbibas pamata
virzieniem ir miera stiprinasana un konfliktu novér$ana. Ka instrumenti
krizu menedzments, péckonflikta stabilizacija un normativo tiklu ieviesana.
ES ir pasaules lielakais humanitaras palidzibas donors un miera stiprinasanas
atbalstitajs dazados pasaules regionos. Vienlaikus joprojam tiek runats par
par nepiecieS$amibu pilnveidot radito sistému ar mérki paaugstinat darbibas
efektivitati.

Lidzigi valstu cie$akas sadarbibas centieni ir novérojami ari ES iekséjas
drosibas stiprinasana. Tomér joprojam nav panakta valstu vienpratiba par,
pieméram, prokuratiiru savienibu un citiem lidzigiem dzilakas savstarpéjas
integracijas projektiem, kas uzskatami par ipasi jutigiem un ne tik viegli risi-
namiem. Vienlaikus nonakt pie risinajuma, kas vérsts uz sadarbibu, spiez
terorisma raditie draudi un nepieciesamiba kontrolét un koordinét migra-
cijas rezultata Eiropa iepladuso individu plasmu.

Iepriek$ minétais, no vienas puses, liek domat par steidzamiem risinaju-
miem pastavos$a vajuma noveérsanai, bet no otras - lauj So situaciju uzlakot
ka iespéju logu ES drosibas struktiras stiprinasanai. Formulgjot ieteikumus
Latvijas pozicijas veido$anai $aja jautdjuma, drosibas eksperti tiksanas laika
naca klaja ar vairakiem uzdevumiem valstij. Pirmkart, runa ir par nepiecie-
$amibu diferencét savas dro$ibas stratégijas, nepalaujoties tikai un vienigi
uz NATO atbalstu. Ipasi aktuali tas ir, nemot véra pastavo$o draudu hib-
rido formu, kas ierobezo iespéjas, uz tiem reaggjot, iedarbinat NATO piekto
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pantu par kolektivo aizsardzibu. Turklat pasreizéja ES drosibas diskursa
tuvinasanas NATO diskursam un abu pusu sadarbibas paplasinasanas’
liecina par dalibvalstu mekléjumiem péc drosibas nodrosinajuma, kombiné-
jot abu starptautisko institucionalo ietvaru piedavatos instrumentus. Attie-
cigi Latvijas nacionalajas interesés butu veicinat arl turpmaku $ada veida
sadarbibas padzilinasanos.

Otrkart, diskusijas laika tika uzsvérta nepieciesamiba stiprinat valsts
kapacitati drosibas apdraudéjumu novérsanai. Lidzas vél daramajam eksperti
izcéla ari to, cik nozimigi ir apzinat jau izdarito un veicinat ta popularizé-
$anu sabiedroto vida, tadéjadi demonstréjot Latvijas politisko gribu un spé&ju
panakt vérad nemamus rezultatus ka nacionalas drosibas stiprinasana, ta ari
sniedzot atbalstu kopéjas regionalas drosibas pilnveidei.

Treskart, apspriezamo jautajumu loka tika ieklauti iespéjamie ES dro-
$ibas savienibas izveides scenariji, kas atbilstu Latvijas interesém. To starpa
dalibnieki izcéla tadus iespéjamos projektus ka, pieméram, vienota militara
$taba un kopéja aizsardzibas plana izveidi, ka ari kopéjo militaro spé&ju stipri-
nasanu, taja skaita nodrosinot darboties spéjigas kaujas vienibas.

Papildus ieprieks minétajam tika izcelts ari jautajums par iespéjam, kas
tadéjadi varétu paveérties ka militaras industrijas, ta ari zinatnes attistibai.
Pieméram, atseviskas Latvijas kompanijas IT joma jau ir spéjusas nodemons-
trét savas spéjas starptautiskaja drosibas sistému tirgd, taja skaita vairaku
NATO programmu attistiana. Tomér ierobezojumi, kas saistiti ar nepietie-
kamo finanséjumu pétniecibas attistibai, ir atstajusi iespaidu ari uz $o jomu,
tadé] pieejamais potencials 1idz $im nav ticis pilnvértigi izmantots.

Ka redzams, seminara laika skaidri ieziméjas tendence ne tikai nostaties
par labu kolektivas dro$ibas un aizsardzibas nodrosinasanas stiprinasanai,
bet arl vienlaikus veidot uz sevi centrétu individualas izturétspéjas (anglu
val. - resilience) vektoru, kas attiecigi paredz visu apspriesto jomu attistibu
savstarpéjas mijiedarbibas procesa. Tas nozimé, ka tadéjadi tiktu attistita
spéja veiksmigi izpildit starptautisko instittitu uzdotos majasdarbus, ka ari
celtas prasmes attistit nacionalo drosibu patstavigi. Seminara tika runats ari
par to, cik nozimigi ir attistit skaidru valsts poziciju ne tikai Latvijai aktualo
drosibas jautajumu konteksta, bet ari saistiba ar tiem izaicindjumiem, ar ko

° ES un NATO sadarbiba institucionala limeni tiek vértéta ka efektiva, ipasi jomas, kas
attiecas uz hibriddraudiem. Sai sadarbibai ir ad hoc raksturs, un ne visas dalibvalstis tiek informétas
par tas izpausmeém.
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sastopas citas ES dalibvalstis vai ar ko sastopas ES ka globals spélétajs. Runa
ir nevis par kadu ievérojamus resursus prasosu aktivitasu realizaciju, bet gan
drizak par skaidras pozicijas un politiskas gribas pausanu, kas ir nozimiga
valsts poziciju stiprinasanai ES ietvaros.

Seminara diskusiju nosléguma dalibnieki secinaja, ka Latvijas interesés
ir Eiropas cieSaka integracija un tas atrasanas ES kodola jeb pirma atruma
bloka. Vienlaikus ir ari skaidrs, ka, ja valsts vélas but saja kodola, ir javeic
virkne majas darbu, jo tas nav atkarigs tikai no vélmes. Ne mazak nozimigas
ir arl ekonomiskas un politiskas spéjas, ka ari spé&jas definét savu poziciju. Ja
§1 pozicija ir skaidra un tiek salagota ar citu valstu pozicijam, valstij ir visas
iespé&jas but ES kodola.
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